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Absract :The science and industrial industries have taken a keen interest in the Internet of Things (IoT) in 

recent years, owing to its wide range of fields and applications. IoT-based solutions are increasingly being 

applied in crucial usage cases in the smart city ecosystem. As a result, new digital sensors, actuators, and 

smartphones have been created.and mobile users have made significant progress in the commercial 

Internet of Things (IoT), as they can now link and exchange data from a variety of devices. 1st. Previously, 

integrating these devices was a very difficult task. Additionally, gathering information for day-to-day 

administration and planning activities for the long term is important.New statistics, such as existing 

commuting conditions and transit occupancy of parking spaces, as well as real-time data, such as traffic 

jams and pollution levels, should be continuously tracked. As a result, various innovations have been used 

to meet various specifications. This paper present a system review of machine learning algorithm used in 

smart cities. 
 

1. Introduction 

A smart city is one in which social, environmental, and economic development drivers are 

balanced and intertwined through mandated systems in order to best leverage key properties. To optimize 

residents' lives, assess environmental risks, include proactive traffic planning, and boost productive 

capital, the smart city concept focuses on capturing smart data from smart devices. 

The science and industrial industries have taken a keen interest in the Internet of Things (IoT) in recent 

years, owing to its wide range of fields and applications. IoT-based solutions are increasingly being 

applied in crucial usage cases in the smart city ecosystem. As a result, new digital sensors, actuators, and 

smartphones have been created.and mobile users have made significant progress in the commercial 

Internet of Things (IoT), as they can now link and exchange data from a variety of devices. 1st. Previously, 

integrating these devices was a very difficult task. Additionally, gathering information for day-to-day 

administration and planning activities for the long term is important.New statistics, such as existing 



commuting conditions and transit occupancy of parking spaces, as well as real-time data, such as traffic 

jams and pollution levels, should be continuously tracked. As a result, various innovations have been used 

to meet various specifications. The technical layers continuum, as suggested in [2], extends from the 

physical to the application level of data. or proposed in 2 of these technologies[3] We also choose an 

orthogonal frequency-division multiple access network to satisfy our smart grid networking needs. The 

control of smart and self-configuring machines, which are well connected together by global grid 

infrastructures, is the IoT archetype. The more general definition of the Internet of Things is a physical 

device with a smaller capacity for storing and processing data that improves the reliability and output of 

smart cities and networks. The current research conducts a study of the various IoT-powered cities' 

awareness based on this analysis. The IoT, in our opinion, has three layers: a vision layer, a network layer, 

and a data layer. This layer includes devices which can interpret items, collect information, and 

communicate information through the Internet network. RFID, video, and GPS sensors are some of the 

vision instruments. from one layer to the next, according to computer capacities, the network, and the 

limits imposed by the applications Any internet of things (IoT) solutions use short-range networking 

techniques such as Bluetooth and ZigBee that are used by the connected parties to create communication 

networks with gateways[4]." Internet systems such as 2G, 3G, 4G, and PLC use transmission protocols. 

The application layer deals with development of digital homes, localised power management, distributed 

power storage, and green energy incorporation. Therefore, we will focus more resources and the better 

monitor the transfer of power[5]. Ways to overcome security and privacy concerns in smart cities. Since 

it includes the network architecture to capture and transmit data from remote sensors and mobile devices, 

the Internet of Things plays a vital role in smart city technology. Attacks on IoT systems have been 

observed in both external and internal attacks. Vulnerabilities in IoT-based applications are linked to the 

network model in which physical objects like sensor-based devices gather data about key network 



interactions and communicate through wired or wireless connections.

 

Figure 1. IOT Layers 

2. Motivations 

As with the development of new technology, the city is getting smarter as well. City smartness 

arises from different kinds of electronics such as cameras installed in a surveillance device, as well as 

sensors used in transportation. Additionally, individualization of equipment use is possible. Therefore, in 

a heterogeneous setting, variables like artefacts, motives, as well as policies[6], may be taken into 

consideration Smart cities could introduce some of the main features they would have in 2020, according 

to sources[7]. A good mix of well-informed people, well-run institutions, innovative technologies, healthy 

communities, effective government, functional infrastructures, efficient facilities, efficient educational 

methods, transportation, and risk-averse approaches to health, together with smart would be the hallmarks 

of smart cities. Smart city utilities include, like automated ticketing and monitoring technology, lights, 

water metering, e-transportation, integrated road networks, synchronized signage, access control of 

facilities like cafeterias, restaurants, laundries, pharmacy, and hotels, and immersive gaming, equipment 

that works by water management, like vending machines, life-hacking functionality including gym and 



pool automation, control of facility activity and maintenance like cafeterias, and hotel vending machines, 

and water use management equipment like gyms, among others. 

 

 

 

2. Actual IoT Applications for Smart Cities 

For the Internet of Objects, heterogeneous things come together through the Internet. All current 

products would be connected to the Internet, and thus several different things can be produced for usability 

purposes. Often, smart cities make use of sensor networks and internet connections to watch how all kinds 

of equipment are used to further save energy and enhance HVAC (heating, ventilation, and air 

conditioning) management, as a result. To succeed in this goal, sensors are able to be placed everywhere 

to collect and process data for use[3]. This figure shows the big applications of the Internet of Things 

(IoT) in a smart community. It is mentioned in the following subsections.  



 

Figure 2 The main application of IOT 

2.1. Smart Homes 

since it is possible to use data which are gathered from different sensors, information about smart 

homes may be monitored[8]. For example, using innovative demand response (DR) approaches may be 

used, or consumers who have exceeded reasonable levels of pollution exposure may be advised on whether 

pollution levels are approaching their maximum. There will be smart TVs and other smart gadgets in 

future homes, too. In particular, the Internet of Things encourages smart homes to have alarm systems, 

fire detectors, and temperature regulators. There are sensors in this appliance that track temperatures and 

surroundings and communicate with a controller at home to assist with constant monitoring of the house 

regardless of outside conditions[9]. Similarly, these surveillance data help in preserving simplicity, 

stability, and luxury. By extension, communities of intelligent houses can be linked together to create a 

smart neighborhood [10]. It has the dual purpose of each of finding a casualty in the event of an incident 

and reporting it to a nearby police department. Smart societies such as health insurance, maintaining shared 

capital, and providing help for social networking also have yet to be discovered. There is an addition to 

the idea of a neighborhood not only connected to its neighbors, but also to its abilities to manage and track 

an entire smart city. 

 



2.1.1 K-Pattern Clustering Algorithm 

The Internet of Things collects a massive amount of data from its many sensors. However, since 

such a vast volume of data is used, unsupervised learning is favoured over supervised learning algorithms. 

In reality, the clustering algorithm will quickly compute data and divide users with identical behavior 

patterns into groups[11]. K style .In terms of pattern clustering, the algorithm is more convenient than 

current popular segmentation and hierarchy techniques. We highlighted the ability of the K-type algorithm 

to detect users' intermittent and synaptic interaction patterns, its tolerance to noise in the dataset, and its 

ability to effectively compute data and combine related activity as key characteristics.• Noise in data sets 

makes algorithms complicated and affects them, as seen in Figure 3. The algorithm's output determines 

how an object is assembled into an appropriate grouping[10-11]. 

 

 

 

                           Figure 3. Features of K-pattern algorithm. 

Via visual data analysis, the K-style clustering algorithm should be able to uncover temporal 

associations. In reality, since visual data processing is the first step in recognizing user behavior in the 

smart home, the pattern selection algorithm is consistent with a methodology that includes the perceived 

sensor data transformation level, which is most commonly the simila. SAX distinguishing function in 

terms of imperceptible time and space requests makes it much more appealing. The translated sensor data 

from the date and time of data processing, sensor identity (ID), and the related sensor status (on / off) or 

(on / off) in the smart home setting based on IoT. Preprocessing the visual data is what this stage is called. 

Data from sensors can be accessed[11-60]. 



2.1.2 Performance Evaluation of K-Pattern Algorithm 

The K-pattern clustering algorithm is compared to several partitioned algorithms (K-means 

clustering, expectation maximization algorithm, Farthest First) and hierarchical algorithms in the 

following section. The basic taxonomy of clustering algorithms can be found in Figure 4. 

 

Figure 4. Basic taxonomy of clustering algorithm. 

The parameters related to dataset size, cluster number, and cluster formation time are all taken into 

account when comparing these clustering algorithms. WEKA 3.7.11, a common open source machine 

learning software package that implements several state-of-the-art machine learning algorithms, is used 

to accomplish this mission.It has four interfaces: Explorer, Experimenter, Knowledge Flow, and Simple 

CLI, and provides resources for data pre-processing, grouping, regression, clustering, correlation rules, 

and visualization. WEKA's popularity stems primarily from its valuable intefarces. We compared the 

running time and number of clusters generated by various clustering algorithms using WEKA.[11] 

 

2.1.3 Results of the algorithm 

The K-type clustering algorithm took the least amount of time to shape the clusters, while the 

electromagnetic algorithm took the most. Meanwhile, regardless of the size of the data set, certain 

clustering algorithms, such as the most distant first, which equals K, and hierarchy, often formed the same 

number of classes.If the scale of the data set became larger, the K-type algorithm generated a growing 

number of classes. When there was a lot of results, the K-pattern formed the majority of the variations. 

The K-style clustering algorithm outperforms the others in terms of runtime and number of classes, 

according to our research[60-95]. The K-mode algorithm's ability to efficiently compute data, counteract 



noise in the dataset, and detect sporadic and interlaced user interaction behavior contributes to its high 

efficiency.[96] 

 

3. Conclusion 

The value of considering how smart cities profit from new ideas and technology (especially IoT). The aim 

of this review article was to discuss the different requirements and characteristics of IoT systems and the 

productive incentives to use them. Because the achievement of the IoT substructures will provide a number 

of possibilities for intelligent cities, many significant and useful applications were first articulated and 

then clarified. It was shown how everyday tasks can be expanded and enhanced by using them. One of the 

most important potential tendencies is the integration of the IoT platform into other independent programs 

in order to have intelligent and widespread use. 

 

4. References 

1. Y. Yang et al., "ASTREAM: Data-Stream-Driven Scalable Anomaly Detection with Accuracy 

Guarantee in IIoT Environment," in IEEE Transactions on Network Science and Engineering, doi: 

10.1109/TNSE.2022.3157730. 

2. Mohammad Ayoub Khan, Amit Kumar, Scalable Design and Processor Technology for IoT 

Applications, Khan, M.A. (Ed.). (2022). Internet of Things: A Hardware Development Perspective 

(1st ed.). CRC Press.  https://doi.org/10.1201/9781003122357 

3. Algarni, Fahad, and Mohammad Ayoub Khan. "Intelligent Electric Vehicle to Predict the Accident 

and Notify before Accident." U.S. Patent Application No. 17/245,407. 

4. Khan, M.A., Alghamdi, N.S. A neutrosophic WPM-based machine learning model for device trust 

in industrial internet of things. J Ambient Intell Human Comput (2021). 

https://doi.org/10.1007/s12652-021-03431-2 

5. A. Munusamy et al., "Edge-Centric Secure Service Provisioning in IoT-Enabled Maritime 

Transportation Systems," in IEEE Transactions on Intelligent Transportation Systems, doi: 

10.1109/TITS.2021.3102957. 

6. S. Nandy, M. Adhikari, M. A. Khan, V. G. Menon and S. Verma, "An Intrusion Detection 

Mechanism for Secured IoMT framework based on Swarm-Neural Network," in IEEE Journal of 

Biomedical and Health Informatics, doi: 10.1109/JBHI.2021.3101686. 

7. Khan, M. A, Abuhasel, KA. Advanced metameric dimension framework for heterogeneous 

industrial Internet of things. Computational Intelligence. 2021; 37: 1367– 1387. 

https://doi.org/10.1111/coin.12378  

8. W. U. Khan, X. Li, A. Ihsan, M. A. Khan, V. G. Menon and M. Ahmed, "NOMA-Enabled 

Optimization Framework for Next-Generation Small-Cell IoV Networks Under Imperfect SIC 

https://doi.org/10.1201/9781003122357
https://doi.org/10.1007/s12652-021-03431-2


Decoding," in IEEE Transactions on Intelligent Transportation Systems, doi: 

10.1109/TITS.2021.3091402. 

9. L. Xu, X. Zhou, M. A. Khan, X. Li, V. G. Menon and X. Yu, "Communication Quality Prediction 

for Internet of Vehicle (IoV) Networks: An Elman Approach," in IEEE Transactions on Intelligent 

Transportation Systems, doi: 10.1109/TITS.2021.3088862. 

10. Khan, M.A., Gairola, S., Jha, B. and Praveen, P. eds., 2021. Smart Computing: Proceedings of the 

1st International Conference on Smart Machine Intelligence and Real-Time Computing 

(SmartCom 2020), 26-27 June 2020, Pauri, Garhwal, Uttarakhand, India. CRC Press. 

11. Khan, M.A., Abuhasel, K.A. An evolutionary multi-hidden Markov model for intelligent threat 

sensing in industrial internet of things. J Supercomputing 77, 6236–6250 (2021). 

https://doi.org/10.1007/s11227-020-03513-6 
12. A. Munusamy et al., "Service Deployment Strategy for Predictive Analysis of FinTech IoT 

Applications in Edge Networks," in IEEE Internet of Things Journal, doi: 

10.1109/JIOT.2021.3078148. 

13. Mahmoud Khalifa, Fahad Algarni, Mohammad Ayoub Khan, Azmat Ullah, Khalid Aloufi, A 

lightweight cryptography (LWC) framework to secure memory heap in Internet of Things, 

Alexandria Engineering Journal, Volume 60, Issue 1, 2021, Pages 1489-1497, ISSN 1110-0168, 

https://doi.org/10.1016/j.aej.2020.11.003. 

14. Bhulania, Paurush, M. R Tripathy, and Ayoub Khan. "High-Throughput and Low-Latency 

Reconfigurable Routing Topology for Fast AI MPSoC Architecture." In Applications of Artificial 

Intelligence and Machine Learning, pp. 643-653. Springer, Singapore, 2021. 

https://doi.org/10.1007/978-981-16-3067-5_48  

15. Khan, Mohammad Ayoub, Rijwan Khan, Fahad Algarni, Indrajeet Kumar, Akshika Choudhary, 

and Aditi Srivastava. "Performance evaluation of regression models for COVID-19: A statistical 

and predictive perspective." Ain Shams Engineering Journal 13, no. 2 (2022): 101574., 

https://doi.org/10.1016/j.asej.2021.08.016 

16. N. S. Alghamdi and M. A. Khan, "Energy-efficient and blockchain-enabled model for internet of 

things (IoT) in smart cities," Computers, Materials & Continua, vol. 66, no.3, pp. 2509–2524, 

2021. 

17. Khan, M. A. (2021). A formal method for privacy-preserving in cognitive smart cities. Expert 

Systems, e12855. https://doi.org/10.1111/exsy.12855 

18. Alam, T., Khan, M. A., Gharaibeh, N. K., & Gharaibeh, M. K. (2021). Big data for smart cities: a 

case study of NEOM city, Saudi Arabia. In Smart cities: a data analytics perspective (pp. 215-

230). Springer, Cham. 

19. P. Bhulania, M. Ranjan Tripathy and A. Khan, "A routing protocol based on priority based adaptive 

for MPSoC for data transmission," 2020 2nd International Conference on Advances in 

Computing, Communication Control and Networking (ICACCCN), 2020, pp. 445-449, 

doi: 10.1109/ICACCCN51052.2020.9362744. 

20. S. Verma, S. Kaur, M. A. Khan and P. S. Sehdev, "Toward Green Communication in 6G-Enabled 

Massive Internet of Things," in IEEE Internet of Things Journal, vol. 8, no. 7, pp. 5408-5415, 1 

April1, 2021, doi: 10.1109/JIOT.2020.3038804 

21. A. Mukherjee, P. Goswami, M. A. Khan, L. Manman, L. Yang and P. Pillai, "Energy-Efficient 

Resource Allocation Strategy in Massive IoT for Industrial 6G Applications," in IEEE Internet of 

Things Journal, vol. 8, no. 7, pp. 5194-5201, 1 April1, 2021, doi: 10.1109/JIOT.2020.3035608. 

https://doi.org/10.1007/s11227-020-03513-6
https://doi.org/10.1016/j.aej.2020.11.003
https://doi.org/10.1016/j.asej.2021.08.016
https://doi.org/10.1111/exsy.12855


22. Khan, M. A., & Algarni, F. (2020). A healthcare monitoring system for the diagnosis of heart 

disease in the IoMT cloud environment using MSSO-ANFIS. IEEE Access, 8, 122259-122269. 

23. Abuhasel, K. A., & Khan, M. A. (2020). A secure industrial Internet of Things (IIoT) framework 

for resource management in smart manufacturing. IEEE Access, 8, 117354-117364. 

24. M. A. Khan, "An IoT Framework for Heart Disease Prediction Based on MDCNN Classifier," 

in IEEE Access, vol. 8, pp. 34717-34727, 2020, doi: 10.1109/ACCESS.2020.2974687. 

25. Al-Qahtani, Awad Saad, and Mohammad Ayoub Khan. "Predicting Internet of Things (IOT) 

Security and Privacy Risks–A Proposal Model, Journal of Engineering Sciences and Information 

Technology, pp. 112-133, 5(3), 2021, https://doi.org/10.26389/AJSRP.Q070621 

26. Rashmi Bhardwaj, Varsha Duhoon, Mohammad Ayoub Khan, Smart Technologies and Social 

Impact: An Indian Perspective of Contactless Technologies for Pandemic, 

27. Malik Khlaif Gharaibeh , Natheer Khlaif Gharaibeh, Mohammad Ayoub Khan, Waleed Abdel 

karim Abu-ain and Musab Kasim Alqudah, Intention to Use Mobile Augmented Reality in the 

Tourism Sector, Computer Systems Science & Engineering, vol.37, no.2, pp. 187-202, 

https://www.techscience.com/csse/v37n2/41450/pdf 

28. Mohammad Rashid Ansari, Abdul Quaiyum Ansari & Mohammad Ayoub Khan (2017) Design 

and Evaluation of Binary-Tree Based Scalable 2D and 3D Network-on-Chip Architecture, Smart 

Science, 5:4, 194-198, DOI: 10.1080/23080477.2017.1383078 

29. P. Bhulania, M. R. Tripathy and Mohammad Ayoub. Khan, "3D implementation of heterogeneous 

topologies on MPSoC," 2017 7th International Conference on Cloud Computing, Data 

Science & Engineering - Confluence, 2017, pp. 470-473, doi: 

10.1109/CONFLUENCE.2017.7943197.  

30. Ansari, Abdul Quaiyum, Mohammad Rashid Ansari, and Mohammad Ayoub Khan. "Modified 

quadrant-based routing algorithm for 3D Torus Network-on-Chip architecture." Perspectives in 

science 8 (2016): 718-721. 

31. Sharma, Manoj, Ruchi Gautam, and Mohammad Ayoub Khan, eds. Design and Modeling of Low 

Power VLSI Systems. IGI Global, 2016. 

32. Ravulakollu, Kiran Kumar, Mohammad Ayoub Khan, and Ajith Abraham. Trends in ambient 

intelligent systems. Springer, Cham, 2016. 

33. Ansari AQ, Ansari MR, Khan MA. Performance evaluation of various parameters of Network-on-

Chip (NoC) for different topologies. In2015 annual IEEE India conference (INDICON) 2015 Dec 

17 (pp. 1-4). IEEE. 

34. Nadhir Ben Halima and Mohammad Ayoub Khan. 2015. Routing in Cognitive Wireless Mesh 

Networks. In Proceedings of the 12th International Joint Conference on e-Business and 

Telecommunications - Volume 1 (ICETE 2015). SCITEPRESS - Science and Technology 

Publications, Lda, Setubal, PRT, 43–48. https://doi.org/10.5220/0005571000430048 

35. N. Ben Halima and M. Ayoub Khan, "Routing in Cognitive Wireless Mesh Networks an intelligent 

framework," 2015 12th International Joint Conference on e-Business and Telecommunications 

(ICETE), 2015, pp. 43-48. 

36. N. B. Halima, M. A. Khan and R. Kumar, "A novel approach of digital image watermarking using 

HDWT-DCT," 2015 Global Summit on Computer & Information Technology (GSCIT), 2015, pp. 

1-6, doi: 10.1109/GSCIT.2015.7353317. 

37. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi Cybercrime, Digital 

Forensics and Jurisdiction, Springer 2016, https://doi.org/10.1007/978-3-319-15150-2 

38. Ansari, Abdul Quaiyum, Mohammad Ayoub Khan, and Mohammad Rashid Ansari. 

"Advancement in energy efficient routing algorithms for 3-D Network-on-Chip 

https://doi.org/10.26389/AJSRP.Q070621
https://www.researchgate.net/profile/Malik-Gharaibeh/publication/349111257_Intention_to_Use_Mobile_Augmented_Reality_in_the_Tourism_Sector/links/6021334345851589398c9b76/Intention-to-Use-Mobile-Augmented-Reality-in-the-Tourism-Sector.pdf
https://www.researchgate.net/profile/Malik-Gharaibeh/publication/349111257_Intention_to_Use_Mobile_Augmented_Reality_in_the_Tourism_Sector/links/6021334345851589398c9b76/Intention-to-Use-Mobile-Augmented-Reality-in-the-Tourism-Sector.pdf
https://www.techscience.com/csse/v37n2/41450/pdf
https://doi.org/10.5220/0005571000430048
https://scholar.google.com/scholar?cluster=7697567961877526270&hl=en&inst=10039849697578676869&oi=scholarr
https://scholar.google.com/scholar?cluster=7697567961877526270&hl=en&inst=10039849697578676869&oi=scholarr


architecture." Proc. National Conference on Emerging Trends and Electrical and Electronics 

Engg.(ETEEE-2015), New Delhi. 2015. 

39. Tiwari, S.C, Gupta, M., Khan, M.A., Ansari, A.Q., Intellectual property rights in semi-conductor 

industries: An Indian perspective, Business Strategies and Approaches for Effective Engineering 

Management, 2013, 10.4018/978-1-4666-6433-3.ch013 

40. Gandhi, M., & Khan, M. A. (2014, November). Performance analysis of metrics of broadcasting 

protocols in VANET. In 2014 Innovative Applications of Computational Intelligence on Power, 

Energy and Controls with their impact on Humanity (CIPECH) (pp. 315-321). IEEE. 

41. Kathuria, Jagrit, et al. "Low Power Techniques for Embedded FPGA Processors." Embedded and 

Real Time System Development: A Software Engineering Perspective. Springer, Berlin, 

Heidelberg, 2014. 283-304. 

42. Mohammad Ayoub Khan, Saqib Saeed, Ashraf Darwish, Ajith Abraham, Embedded and Real 

Time System Development: A Software Engineering Perspective, Springer 2014, 

https://doi.org/10.1007/978-3-642-40888-5 

43. Sabbaghi-Nadooshan, Reza, Abolfazl Malekmohammadi, and Mohammad Ayoub Khan. 

"Multicast Algorithm for 2D de Bruijn NoCs." In Embedded and Real Time System Development: 

A Software Engineering Perspective, pp. 235-249. Springer, Berlin, Heidelberg, 2014. 

44. Gharbi, A., Khalgui, M., & Khan, M. A. (2014). Functional and operational solutions for safety 

reconfigurable embedded control systems. In Embedded and Real Time System Development: A 

Software Engineering Perspective (pp. 251-282). Springer, Berlin, Heidelberg. 

45. Gautam, Ruchi, and Mohammad Ayoub Khan. "An efficient arbitration technique for system-on-

chip communications." International Journal of Circuits and Architecture Design 1, no. 2 (2014): 

193-207., 10.1504/IJCAD.2014.060701 

46. Khan, Mohammad Yahiya, Sapna Tyagi, and Mohammad Ayoub Khan. "Tree-Based 3-D 

Topology for Network-on-Chip World." Applied Sciences Journal 30.7 (2014): 844-851. 

47. Mohammad Ayoub Khan, A Q Ansari, Efficient Topologies for 3-D Networks-on-Chip, in book 

Multicore Technology: Architecture, Reconfiguration and Modeling, CRC Press (Taylor and 

Francis) U.K, https://www.researchgate.net/publication/258283178_Efficient_Topologies_for_3-

D_Network-on-Chip 

48. Verma, Renu, Mohammad Ayoub Khan, and Amit Zinzuwadiya. "Power and Latency Optimized 

Deadlock-Free Routing Algorithm on Irregular 2D Mesh NoC using LBDRe." International 

Journal of Embedded and Real-Time Communication Systems (IJERTCS) 4, no. 2 (2013): 36-49. 

49. Ansari, A. Q., & Khan, M. A. (2013). Architecture of 3-D network-on-chip (NoC) router with 

guided flit logic. filed with Indian Patent office. 

50. G Kaur, M Ayoub Khan  Current differencing buffered amplifier an active element: a 

review of recent developments, Proceedings of the International Conference on 

Advances in Computing, Communications and Informatics, 

https://doi.org/10.1145/2345396.2345435 

51. S. C. Tiwari, M. A. Khan, K. Singh and A. Sangal, "Standard test bench for optimization and 

characterization of combinational circuits," 2012 IEEE International Conference on Signal 

Processing, Computing and Control, 2012, pp. 1-5, doi: 10.1109/ISPCC.2012.6224346. 

52. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "Area-efficient programmable arbiter for 

inter-layer communications in 3-D network-on-chip." Central European Journal of Computer 

Science 2, no. 1 (2012): 76-85. 

https://doi.org/10.1007/978-3-642-40888-5
https://dx.doi.org/10.1504/IJCAD.2014.060701
https://books.google.com/books?hl=en&lr=&id=WQrSBQAAQBAJ&oi=fnd&pg=PA333&dq=info:S29y6Mbkm4EJ:scholar.google.com&ots=ucvPqlji8O&sig=PH5sMO5XLlG9etsBiZfL3ZQvfAQ
https://scholar.google.com/scholar?oi=bibs&cluster=6607687621188194204&btnI=1&hl=en&authuser=1
https://scholar.google.com/scholar?oi=bibs&cluster=6607687621188194204&btnI=1&hl=en&authuser=1
https://dl.acm.org/doi/proceedings/10.1145/2345396
https://dl.acm.org/doi/proceedings/10.1145/2345396
https://doi.org/10.1145/2345396.2345435


53. Ansari, A. Q., & Khan, M. A. (2012). A Journey from Computer Networks to Networks-on-

Chip. IEEE Beacon, 31(1), 71-77. 

54. Tyagi, Sapna, Preeti Sirohi, Mohammad Yahiya Khan, and Ashraf Darwish. "Industrial 

Information Security, Safety, and Trust." In Handbook of Research on Industrial Informatics and 

Manufacturing Intelligence: Innovations and Solutions, pp. 20-31. IGI Global, 2012. DOI: 

10.4018/978-1-4666-0294-6.ch002 

55. Ansari, Abdul Quaiyum, and Mohammad Ayoub Khan. "Fundamentals of industrial informatics 

and communication technologies." Handbook of Research on Industrial Informatics and 

Manufacturing Intelligence: Innovations and Solutions. IGI global, 2012. 1-19. 

56. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "High-speed dynamic TDMA arbiter for 

inter-layer communications in 3-D network-on-chip." Journal of High Speed Networks 18, no. 3 

(2012): 141-155. 

57. Saeed, Saqib, Rizwan Ahmad, Zaigham Mahmood, and Mohammad Ayoub Khan. "Technology 

Support for Knowledge Management in Industrial Settings: Issues and Implications." In Handbook 

of Research on Industrial Informatics and Manufacturing Intelligence: Innovations and Solutions, 

pp. 211-226. IGI Global, 2012, DOI: 10.4018/978-1-4666-0294-6.ch009 

58. Verma, Kumkum, Sanjay Kumar Jaiswal, and Mohammad Ayoub Khan. "Design of a high 

performance and low power 1Kb 6T SRAM using bank partitioning method." In 2011 

International Conference on Multimedia, Signal Processing and Communication Technologies, pp. 

56-59. IEEE, 2011. 

59. M. Sharma and M. Ayoub Khan, "Energy and power issues in Network-on Chip," 2011 World 

Congress on Information and Communication Technologies, 2011, pp. 1328-1333, doi: 

10.1109/WICT.2011.6141441 

60. Khan, M. A., & Ansari, A. Q. (2011, December). An efficient tree-based topology for Network-

on-Chip. In 2011 World Congress on Information and Communication Technologies (pp. 1316-

1321). IEEE. 

61. M. A. Khan and A. Q. Ansari, "n-Bit multiple read and write FIFO memory model for network-

on-chip," 2011 World Congress on Information and Communication Technologies, 2011, pp. 

1322-1327, doi: 10.1109/WICT.2011.6141440. 

62. Tyagi, S., Ansari, A. Q., & Khan, M. A. (2011, September). Extending Temporal and Event Based 

Data Modeling for RFID Databases. In International Conference on Parallel Distributed 

Computing Technologies and Applications (pp. 428-438). Springer, Berlin, Heidelberg. 

63. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "Modelling and Simulation of 128-Bit 

Crossbar switch for Network-on-Chip." International Journal of VLSI Design & Communication 

Systems 2, no. 3 (2011): 213 

64. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "Design of 8-bit programmable crossbar 

switch for network-on-chip router." Trends in Network and Communications (2011): 526-535. 

65. Khan, M. Ayoub, and A. Q. Ansari. "From computer networks to network-on-chip." 

In International Conference on Nanoscience, Engineering, and Advanced Computing, pp. 28-33. 

2011. 

66. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "A quadrant-XYZ routing algorithm for 

3-D asymmetric torus network-on-chip." The Research Bulletin of Jordan ACM, ISSN (2011): 

2078-7952. 

67. Khan, Mohammad Ayoub, and Abdul Quaiyum Ansari. "Quadrant-based XYZ dimension order 

routing algorithm for 3-D Asymmetric Torus Routing Chip (ATRC)." 2011 International 



Conference on Emerging Trends in Networks and Computer Communications (ETNCC). IEEE, 

2011. 

68. Khan, M. A., & Ansari, A. Q. (2011, April). Low-power architecture of dTDMA receiver and 

transmitter for hybrid SoC interconnect. In 2011 International Conference on Emerging Trends in 

Networks and Computer Communications (ETNCC) (pp. 350-354). IEEE. 

69. Khan, M. A., & Ansari, A. Q. (2011, March). 128-Bit High-Speed FIFO Design for Network-on-

Chip,”. In Proc (pp. 116-121). 

70. Khan, Mohammad Ayoub, and ABDUL QUAIYUM Ansari. "A Review of Hyper-Torus based 

Topologies for Network-on-Chip." In Proc EEE International Conference on Emerging Trends in 

Computing (ICETC 2011), Coimbatore, 17-18 March 2011 , India 

71. Ansari, A. Q., and M. A. Khan. "Parallel and dynamic virtual channel manager (VCM) for 3-D 

network-on-chip (NoC) router." Indian Patent JOURNAL 16 (2011): 07-38. 

72. Sirohi, Preeti, Sapna Tyagi, and M. Ayoub Khan. "Industrial research-based approach for 

promoting higher education in developing countries." International Journal of Teaching and Case 

Studies 3, no. 2-4 (2011): 96-111., DOI: 10.1504/IJTCS.2011.039550 
73. S. Tyagi, A. Q. Ansari and M. A. Khan, "Dynamic threshold-based sliding-window filtering 

technique for RFID data," 2010 IEEE 2nd International Advance Computing Conference (IACC), 

2010, pp. 115-120, doi: 10.1109/IADCC.2010.5423025. 

74. M. A. Khan, "Tracking Methodologies in RFID Network", in Radio Frequency Identification 

Fundamentals and Applications Bringing Research to Practice. London, United Kingdom: 

IntechOpen, 2010 [Online]. Available: https://www.intechopen.com/chapters/8482 doi: 

10.5772/7995 

75. S. Tyagi, M. A. Khan, and A. Ansari, "RFID Data Management", in Radio Frequency 

Identification Fundamentals and Applications Bringing Research to Practice. London, United 

Kingdom: IntechOpen, 2010 [Online]. Available: https://www.intechopen.com/chapters/8488 doi: 

10.5772/8001 

76. Sapna Tyagi, M Ayoub Khan, Active Data Warehouse approach for Radio Frequency 

Identification Applications, International journal of Advanced Computing (IJAC), Vol. 2(1), 2010, 

pp. 40-44, http://www.ijac.griet.ac.in/images/7v2i2j10.pdf 

77. Khan, M. Ayoub, Manoj Sharma, and Brahmanandha R. Prabhu. "A survey of RFID 

tags." International Journal of Recent Trends in Engineering 1.4 (2009): 68. 

78. Khan, M. Ayoub, and Videep Kumar Antiwal. "Location estimation technique using extended 3-

D LANDMARC algorithm for passive RFID tag." 2009 IEEE International Advance Computing 

Conference. IEEE, 2009. 

79. Khan, M. A., & Ojha, S. (2009, March). SHA-256 based n-Bit EPC generator for RFID Tracking 

Simulator. In 2009 IEEE International Advance Computing Conference (pp. 988-991). IEEE 

80. Khan, M. Ayoub, Manoj Sharma, and R. Brahmanandha Prabhu. "FSM based FM0 and Miller 

encoder for UHF RFID tag emulator." 2009 IEEE International Advance Computing Conference. 

IEEE, 2009. 

81. Khan, M. Ayoub, Manoj Sharma, and Prabhu R. Brahmanandha. "FSM based Manchester encoder 

for UHF RFID tag emulator." In 2008 International Conference on Computing, Communication 

and Networking, pp. 1-6. IEEE, 2008. 

82. Khan, M. Ayoub, and Sanjay Ojha. "Virtual Route Tracking in ZigBee (IEEE 802.15. 4) enabled 

RFID interrogator mesh network." In 2008 International Symposium on Information Technology, 

vol. 4, pp. 1-7. IEEE, 2008. 

http://dx.doi.org/10.1504/IJTCS.2011.039550
Active%20Data%20Warehouse%20approach%20for%20Radio%20Frequency%20Identification%20Applications
Active%20Data%20Warehouse%20approach%20for%20Radio%20Frequency%20Identification%20Applications
http://www.ijac.griet.ac.in/images/7v2i2j10.pdf


83. M. Ayoub Khan, Ir. M K Awang, R Chowudhury, Y. P. Singh, “A public key infrastructure (PKI) 

for signing short message in GSM”, proceedings of the ICCCE’06, Malaysia, vol. 1, May 2006, 

pp:97-102. 

84. M. Ayoub Khan and Y. P. Singh, "On the security of joint signature and hybrid encryption," 2005 

13th IEEE International Conference on Networks Jointly held with the 2005 IEEE 7th Malaysia 

International Conf on Communic, 2005, pp. 4 pp.-, doi: 10.1109/ICON.2005.1635449. 

85. A Darwish, S Tyagi, AQ Ansari, MA Khan, Radio Frequency Identification–Enabled Social 

Networks, pp.379-396, Knowledge Service Engineering Handbook, CRC Press, 2012 

86. Tyagi, S., & Khan, M. A. (2013). Topologies and routing strategies in MPSoC. International 

Journal of Embedded Systems, 5(1-2), 27-35. 

87. Saeed, S. (Ed.). (2013). Business strategies and approaches for effective engineering management. 

IGI Global. 

88. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Cybercrime: 

Introduction, Motivation and Methods, Cybercrime, Digital Forensics and Jurisdiction, Studies in 

Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_1, 2015 

89. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Computer System as 

Target, Cybercrime, Digital Forensics and Jurisdiction, Studies in Computational Intelligence 593, 

D https://doi.org/10.1007/978-3-319-15150-2_2, 2015 

90. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Injection of 

Malicious Code in Application, Cybercrime, Digital Forensics and Jurisdiction, Studies in 

Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_3, 2015 

91. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Attempts and Impact 

of Phishing in Cyberworld, Cybercrime, Digital Forensics and Jurisdiction, Studies in 

Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_4, 2015 

92. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Sexual Harassment 

in Cyberworld, Cybercrime, Digital Forensics and Jurisdiction, Studies in Computational 

Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_5, 2015 

93. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Online Obscenity 

and Child Sexual Abuse, Cybercrime, Digital Forensics and Jurisdiction, Studies in Computational 

Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_6, 2015 

94. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Anonymity, Privacy 

and Security Issues in Cyberworld, Cybercrime, Digital Forensics and Jurisdiction, Studies in 

Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_7, 2015 

95. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, Strategies and 

Statutes for Prevention of Cybercrime, Cybercrime, Digital Forensics and Jurisdiction, Studies in 

Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-2_8, 2015 

96. Mohamed Chawki, Ashraf Darwish, Mohammad Ayoub Khan, Sapna Tyagi, 419 Scam: An 

Evaluation of Cybercrime and Criminal Code in Nigeria, Cybercrime, Digital Forensics and 

Jurisdiction, Studies in Computational Intelligence 593, https://doi.org/10.1007/978-3-319-15150-

2_9, 2015 

 


