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Abstract. The final few years, Information and Communication Technology
(ICT) have delivered the concept of central enterprise model in e-health.
Health-care is increasingly being supported via IT functions and
new technologies, such as Cloud Computing. But sharing sensitive private data
in Cloud Computing can be risky, when an unauthorized person gets access to
this information and uses this in a different way than those supposed by the
Providers. Numerous nations are sharp to go their typical health care services to
the modern innovation of Cloud Computing, in order to move forward the first-
class of care and to limit the cost. In any case, these possibilities introduce new
safety risks and require a special treatment of safety issues, which cannot be
ignored. Our work focuses on analyzing the challenges when using Cloud
Computing in e-health systems and on moderation of these risks. In this paper,
we present a list of the main security requirements that have to be viewed when
migrating an e-health system to a SaaS Cloud Computing environment by
means of each Health-care Providers and Cloud Service Providers and at the
same time we propose some basic provisions to mitigate the significant risks.
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1 Introduction - Information Privacy in Health Informatics

The healthcare environment is undergoing fundamental changes. The previous
years, doctors and hospitals used to have many papers and envelopes to keep the
health of their patients and every time that a patient used to change doctors, there
were nothing about their history of their health. Nowadays, many countries in order to
improve their services on e-health, incorporate new technologies into their traditional
medicine care. Internet technologies try to protect patients’ privacy and
confidentiality of medical data, while at the same time improve the quality of care.
The benefits provided by the Internet, however, come with a significantly greater
element of risk to the integrity of information. Thus, information security and privacy
remain a high concern for citizens regarding their health data [1][2]. Unfortunately,
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traditional security mechanisms are not appropriate to meet patients’ requirements in
new technological advances in e-Health Care services, so the creation of a general e-
Health Cloud Security Policy that defines the security requirements for Cloud
Computing e-health system is needed. To better understand the developments in terms
of e-Health, it is necessary to understand what e-Health is and what exactly e-Health
Security Policy is in the area of these new technologies. When we mention the term e-
Health, we mean the use of information technologies across health related functions
and activities [3].

An electronic Health service system, is a collection of components working
together to implement the e-Health services. As data is processed into practical
information by the system, authentication and authorization become the essential
concerns of the e-Health service systems [4]. In addition, the European Commission
defines e-Health very generally as “The use of modern information and
communication technologies that meet needs of citizens, patients, health care
professionals, health care Providers, as well as Policy makers” [5].

To use properly and effectively an e-health system, we need an appropriate Health
Policy. A Health Policy has been defined as ‘a set of statements, directives,
regulations, laws, and judicial interpretations that direct and manage the life cycle of
e-health’ [6]. In the area of health, the creation of an e-Health Policy that balances the
need for access (authorization) with the needs and the rights of the citizens, is the
biggest challenge. There are several examples of countries that have national e-Health
strategies some of these are Italy, France, UK, while other has introduced the
electronic health card, like Germany [7].

New technologies, such as Cloud Computing, could improve e-Health services to
their patients. Health data will be more easily accessible by doctors thus supporting a
better diagnosis and treatment for their patients. Cloud-based e-Health services could
change the traditional Health environment and could bring a lot of advantages
[8][9][10]. The industry may considerably improve the access to information and
patients will have improved diagnosis, treatment and faster decision making responses
from assigned medical professionals. However, despite the potentially high value of
the new technological development of Cloud Computing, in the area of e-Health, the
security of medical information, as well as data handling, is a serious issue
[11][12][13][14]. In order to achieve the security levels in the medical environment, it
is necessary to identify carefully the security requirements for this.

In our research, we study the protection of the confidentiality of patients’
information and we facilitate the processes of the e-Health Cloud system with some
suggestions for Health Cloud Providers. We analyze the security requirements of a
Cloud-based System, from the perspective of the Service Provider, using as an
example, the case study of an e-Health Cloud system in Europe. In particular, in this
paper based on the list of threats published by our previous papers [15][16][17], we
discuss how each category of threats can be linked to specific security requirements.
Lastly we provide a set of security policy rules for the presented security
requirements, that we consider significant for any growth methodology that supports
the design of secure and private Cloud. Although, the list of the presented
requirements is not the final, we believe that this list provides a good basis for any
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Developer that would like to consider inclusion of Cloud security and privacy
analysis in their methodology.

Section 2 provides a brief overview of the background of Information Systems in
Europe. Section 3 presents the Cloud Computing implementation issues with basic
Cloud computing characteristics. Section 4 discusses the major categories of threats
according to our Methodology and provides a clear linkage with a set of Security
Requirements. Section 5 presents specific security policy rules related to the set of
security requirements for every category of threats. Finally, Section 6 presents areas
for future work and concludes the paper.

2 Case Study of Europe: e-Health Cloud-based System

2.1 Background of the Information Systems in Europe

In Europe, the European Union (EU) has endeavored to promote the implementation
of e-Health within the 27 Member States by making e-Health a key part of EU Health
Policy [18][19][20][21]. The big challenge and the vision of the EU is to achieve the
wide spread adoption of e-Health systems across Europe as part of the EU's Flagship
initiative ‘Digital Agenda for Europe’[22][23][24]. Also a key ambition of the EU
Policy is the provision of better care services at the same or lower cost [25]. The 2004
EU e-Health Action Plan was the first initiative that set in motion the EU's plans to
encourage European co-operation on Health Care issues [26]. In our research, we
illustrate as an example application scenario, the European Union e-Health system
and the implementation strategies that use across the EU and European Economic
Area Member States.
So, in this paper, we will present an existing e- Health Information System, the
system in Europe, that consists of 27 national e-Health programs, as the number of
European Countries and illustrates the overall framework. Then, we will present how
this Information System would be with the use of Cloud Computing, what the new
Critical Security Requirements associated with the aforementioned threats are and
what the proposed solutions for these Cloud Computing security requirements are. In
this scenario, the approach of a European system conceptualizes the health-care
system as a value system of a variety of Health Service Providers, each of which has
to manage its own health system. As depicted in this research, this health system,
which consists of individual health Service Providers, promotes good health and long-
term care services, supports disease prevention and provides healthcare. The
European Commission’s e-Health Action Plan mentions the lack of awareness and
confidence in new technologies among professionals and citizens as a barrier to adopt
them [27].
The previous years, the European Commission (EC) has established working parties
and expressed its intention for information development in all public health
programmes [28][29][30]. Examples of the term of e-Health according to the
European Commission’s e-Health Taskforce are: clinical information systems, e-
institutions, Telemedicine and Homecare systems, Integrated regional/national health
information networks (Fig.1), Secondary usage non-clinical systems [31]. Other
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examples also include: electronic health records, portable communicable systems
including those for medical implants, health portals, and many other ICT-based tools
assisting disease prevention, diagnosis, treatment, health monitoring and lifestyle
management. This system makes it difficult to share information beyond
organizational boundaries.

Fig. 1. E - Health example types

The increasing prevalence of ICTs can have transformative impacts on many
industries, including health-care where ICTs can deliver citizen centrist health-care
and foster a dyadic information symmetric physician-patient relationship [32].

3 E-Health Cloud Computing Implementations Issues

Cloud Computing has been widely recognized as the next generation’s technology
and it offers several advantages to its users. Cloud Computing can also offer many
chances to expand health care services, due to its characteristics that are particularly
appealing to the needs of Health-care Providers. On a Cloud-based-health system, the
user does not manage or control the Cloud infrastructure, but mainly the software
services are provided by the Provider to its end users, clinicians and patients [33]
[34] [35] [36] [37] [38] [39].
In addition, Cloud Computing is characterized by consumers who use Cloud

services as needed, who consume shared resources as a service and pay only for what
they used and who access services over a networked infrastructure. Cloud adoption
also provides the ability to exchange data between different and distinct systems. In
health-care, it can be implemented as a way for maintaining or managing patient
information, at different locations. In Fig. 2 we present a Cloud-based Health
Information System that communicates with the following actors (doctors, patients,
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medical personnel) and hospitals via a lot of Clouds and via network connections. To
provide consistent and coordinated care at a reasonable cost, Providers must be able
to share patient’s medical information freely while maintaining information security
of their data.

Fig. 2. A Cloud -Based Health System

The proposed e-Health Cloud-based system presents the end users (authorized
Doctors, Medical Personnel and patients) that could take part in SaaS Cloud-based
Health System. All the stakeholders are been navigated through the sharing hospitals
and the whole Information systems. As we can understand, the most important
component to this system is to ensure the security and to guarantee the confidentiality
of the data, due to the fact that we have to deal with sensitive data and the protection
of stored information comes as a top priority. And how can we succeed this? By
defining, the assets that we want to protect, the possible security requirements of such
a system and the corresponding Security Policy Rules. The assets of such Information
system, based on Cloud Computing, is described to ensure the availability, integrity,
authentication, confidentiality of the service and the e-transformation of records. The
security requirements and the proposed solutions for such a system will be analyzed
in the next parts.

4 Major Security Requirements in Cloud-based Health Systems

Whatever the choices of the organization or hospital are, there are some security
challenges that need to be addressed, when somebody decides to implement a Cloud-
based health system. This study aims to support the development of an EU Cloud-
based Healthcare System by identifying the necessary key requirements relevant to
build up a comprehensive system that supports health policy making.

At the proposed Methodology of our Security Policy, we presented all the Cloud
security threats according to the list of threats published by Cloud Security Alliance
[40], Gartner [41] other relevant literature and some new Cloud-specific security
threats based on our research. Then we categorized threats in 4 Categories (Figure 3)
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according to our Policy Methodology and finally we linked these Categories with the
requirements related to critical areas.

This report contributes to the definition of a requirement Landscape, by providing
an overview of current and emerging security requirements applicable to Cloud-based
technologies. The goal of this report is to deepen our understanding into the security
requirements that affect Cloud-based Health systems and to provide good practices
and recommendations for those requirements that are considered important or
emerging. In our research, we have decided to define a list of 19 different threats and
only some of them are specific to Cloud Computing, while the rest can also be found
in traditional distributed systems.

In addition, to support the challenges of Cloud-based Health Systems, we have
defined a set of security requirements (specific for every category of threats), that an
analysis and design methodology should support. It is worth mentioning that we only
focus on a list of requirements related to modeling and analysis of security and
privacy-related concern. In Fig.3, we present the four Categories-Gates of threats that
proposed in our General Security Policy Methodology and then at the next part we
describe the security requirements involved in them.

Fig. 3. Four Categories of threats according to our Security Policy Methodology

Understanding and documented the security requirements of an e-health Cloud
System, gives a solution targeting to each threat and at the same time maps them with
the provisions of the Cloud Security Policy. In each category of threats is necessary to
ensure what security requirements are covered by the Cloud Provider according the
following security measures. In the following analysis, while there are many security
concerns in the cloud, this report focuses only on four specific related threats that are
representative of every category of threats, according to our Security Policy
Methodology. We selected the following threats, as representative threats of a Cloud-
based Health System, because they are crucial for a Cloud Computing system and
they have the maximum likelihood to occur:

Threat #1: The Abuse of Cloud Services - Category 1 (A)
Threat #2: Insufficient Knowledge - Category 2 (B)
Threat #3: Data Loss - Category 3 (C)
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Threat #4: Back up Vulnerabilities - Category 4 (D)
In the Analysis that follows, we present the security requirements involved in a

Cloud-based Health system (Fig.4). Although that, there are different security tasks
for every Service Model of Cloud Computing (IaaS, PaaS, IaaS), in our research we
only focus to tasks that a Cloud Provider should implement for a SaaS Service Model.

Fig. 4. Requirements for every Category of Threats

Clouds face a multitude of requirements in Cloud-based systems. We have
identified the following requirements associated with the aforementioned threats of
Category A (Processes /Functions & Controls) for Cloud-based health systems:

 A1. Data controls: when health data are stored on Cloud, appropriate controls
need to be in place. Data are at the core of security concerns for any e-health
system, whatever form of infrastructure is used. The distributed nature of the cloud
computing and the shared responsibilities that involves, bring the security
considerations both to data at rest and also to data in motion, on the priority.

 A2. Disaster recovery procedures: Having Disaster recovery procedures in
Cloud-based health system, reduces the need for data center space, IT
infrastructure and IT resources, which leads to significant cost reductions, enabling
smaller hospitals to deploy disaster recovery options.

 A3. Unauthorized access by e-health professionals: Cloud Providers are
responsible for separating their clients in multitenant situation. Health data are of a
sensitive nature, so a Cloud Provider may not allow direct access to information to
everyone, without appropriate authorization.

 A4. Ubiquitous network connectivity to the hospital: consumers evaluate the
external/internal network controls of a Cloud Provider. In a Cloud-based Health
system, each user's requirements will be different, but it is recommended that users
evaluate the internal network controls of a Service Provider such as: to protect
clients from one another, to protect Provider’s network, to monitor for intrusion.

 A5. Quality of service and reliability: one of the challenges posed by a Cloud-
based health system is QoS, which is the problem of allocating resources to the
application to guarantee a service level such as performance, availability,
reliability.
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 A6. Data Centers - unauthorized entities: According to the explanation of Cloud
Computing by NIST [38], resources refer to computing applications, network
resources, platforms, software services, virtual servers and computing
infrastructure. It is a virtualization of resources, which the end user has on-demand
access. In the e-Health Cloud System, the unlawful entities may obtain
unauthorized access to the patients’ data.

 A7. Digital signatures/ certificates: A digital certificate is an electronic
"passport" that allows a person, computer or organization to exchange information
securely over the Internet using the public key infrastructure (PKI). Health-care
professionals can gain access to health data using a digital certificate.

 A8. Malicious insider (doctor, staff, family member): A malicious insider is
well known to most organizations, He could access the sensitive data, steal
information, sell the data to other parties or perform number of malicious activities.

 A9. Abuse of Cloud Services: Cloud Computing Providers are actively being
targeted, because their relatively weak registration systems facilitate anonymity
and Providers’ fraud detection capabilities are being limited.

 A10. Lack of user control: Ownership and accountability are not well defined or
applied even in traditional IT systems. Thus, Providers should examine what they
are trying to control in the system: over data, over functionality, over assets.

The Critical Requirements associated with the aforementioned threats of
Category B (HR) for Cloud-based health system are the following:

 B1. Lack of trust by health care professionals: has proven to be one of the
substantial barriers limiting the extensive adoption of Cloud Computing. With
regard to the Cloud Provider trustworthiness means primarily considering security
and privacy aspects when offering cloud services.

 B2. Lack of awareness: is a key barrier to Cloud usage. Medical staff and doctors
are confused by the term Cloud Computing, which is preventing them from taking
the necessary steps to implement the technology.

 B3. Lack of Segregation of duties: In the Health environment the staff believes
that there is no need in segregation of duties in the technological environment

 B4. Lack of Education in Information System and alertness: Health
professionals should be educated in the use of Information systems and their risks
in order to be alert and respond to security incidents,

 B5. Lack of Organizational Structure & Responsibilities: Organizational
structure creates the company hierarchy for authority and responsibility.

 B6. Lack of Confidentiality agreement prior to being given information:When
drafted and used properly, confidentiality agreements are an effective way to
protect confidential information. Parties should outline their respective obligations.

 B7. Code of contact of proper use: defines how a company's employees should
act on a day-to-day basis. It is unique to the organization it represents



9

The Critical Requirements associated with the aforementioned threats of
Category (Legal Requirements & Compliance) for Cloud-based health system
are the following:

 C1. Loss of governance: The cloud consumers need to be sufficiently in control
of the IT systems.

 C2. Data jurisdiction issues: are mostly related to location of data and the specific
laws that apply in that location.

 C3. Intellectual property rights: Cloud-stored data often transferred from country
to country, some with weak Intellectual Properties laws or enforcement.

 C4. Compliance with security policies: Security policy provides Health
organizations with a framework to operate its business and protect patients without
interruption from bad incidents.

 C5. Data protection: used to protect stored, static and moving data. It is designed
to implement data storage, protection and security methodologies.

 C6. Data loss: is any process or event that results in data being corrupted, deleted
or made unreadable by a user, software or application. However, there are ways to
minimize the risk of data loss and ensure the security of data in Cloud storage.

 C7. Data Breach/ data separation: Cloud computing gives organizations the
ability to run workloads and manage data anywhere without significant computing.

 C8.Third party controls: Using these controls can help to identify procedural
errors which, if undetected could lead to the reporting of incorrect patient results.

 C9. Lack of industry standards and certifications: Without any industry cloud
standards, vendors have the possibility to build cloud services on software stacks
that are not compatible with the one used in public Clouds.

 C10. International Regulations: There are federal, international laws that impose
responsibilities to both cloud computing tenants users and providers. Especially
those related to the data you collect, store and process.

 C11. Complexity to ensure compliance: Decentralization, scaling and other
characteristics in Cloud add further complexity to ensure the compliance.

 C12. Control data: means implementing policies of governance to ensure that
the data are trustworthy, confidential and reliable.

 C13. Compliance with legislative requirements. All patients and Health
organizations are required to comply with relevant legislation to which they are
subject. This includes prescribed laws, regulations and by-laws for Health.

 C14. Using DLP Data Loss Prevention Tools-software: These tools are used to
ensure that sensitive data is not lost, misused, or accessed by unauthorized users

The Critical Requirements associated with the aforementioned threats of
Category D (Technology) for Cloud-based health system are the following:

 D1. Bugs in large-scale distributed cloud systems: Unfortunately, guaranteeing
Cloud services’ dependability is challenging because these cloud services are
supported by large distributed systems such as scalable data stores, data-parallel
frameworks and cluster management systems.
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 D2. Support heterogeneous devices and networks: a Cloud-based health system
can support highly heterogeneous devices, as well as can provide interoperability
and communication through the hospitals and the systems.

 D3. Vendor lock-in: is the result of proprietary technologies that are incompatible
with those of competitors. It is the situation where patients are dependent on a
single Cloud Provider implementation and cannot easily move in the future to a
different vendor without costs, legal constraints, or technical incompatibilities

 D4. Isolation failure: Multi-tenancy and shared resources are essential
characteristics of Cloud Computing. This risk category covers the failure of
mechanisms separating storage, memory, routing, and even reputation between
different tenants.

 D5. Prohibition against cross border transfer: In globalized world, there are
large amounts of cross-border transfers of health data, which are sometimes
stored on servers in different countries.

 D6. Authentication and Trust Cloud-based Health systems require
extensive authentication and trust in their services.

5. Security Policy Rules for every Category of Threats

As described in numerous relevant publications, a common practice to minimize
the risk is to understand the internal control environment of a Cloud Provider and to
analyze all the aspects, so we could identify possible contributing factors risks,
including the definition of mitigation strategies. This is exactly what we present in our
study. The proposed Methodology (Fig. 5) of our Security Policy can fulfill the entire
list of Security Requirements of every Category of Threats that are covered by the
following Security Policy Rules and provisions of our Cloud Security Policy
Methodology.

Fig. 5. Processing of our Security Policy (Methodology)

Based on our analysis of threats in Cloud and the requirements related to these
categories of threats, we have identified a number of security policy rules that make
the integration of requirements into the development stages of a software systems
development methodology considering Cloud-based Health System. These are the
following tables (Tables 1, 2, 3, 4)

Table 1. Security Policy Rules specific for the Requirements of Category A

 Security management: should be based on risk assessment and should be
active, surrounding all levels of participants’ actions and operations.
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 Continual Reassessment: making of suitable modifications to security policies,
performs, measures and procedures.

 Risk assessment: should be adequately broad-based to include key internal and
external factors, such as technology, physical and human factors, policies and
third-party services with security implications.

 Security Incidents Handling: It is necessary to have the appropriate policies
and procedures in order to handle effectively a range of security incidents.

 Methods to Control Access: the level of protection, the associated costs and the
level of inconvenience that each option provides must be considered.

 Technical measures for access control: is based on the security that the
physical barriers offer along with some additional means that permit access (a
key).

 Identifying Physical Assets: The term includes the buildings, rooms, equipment
a Cloud Provider is using.

 Threat and vulnerability assessment: Risk analysis method will reveal the
potential threats against facilities, employees and clients.

 Biometrics: Biometric devices can provide some assurance that the person
requesting entry is not using someone else’s electronic access card or code.

 Third Party: Third party audits should be performed to monitor the Cloud
Service Provider's compliance to agreed terms.

Table 2. Security Policy Rules specific for the Requirements of Category B

 Personnel security: It is essential for the protection of information assets,
especially since information systems and services are operated by people.

 Awareness: Is the first line of Defense for the security of Information Systems,
including their information assets, computing and communication systems.

 Responsibility: All contributors are responsible for the security of information
systems and networks. They should be responsible to their individual roles

 Response: Participants should act in a timely and co-operative way to avoid,
detect and respond to security incidents, recognizing the interconnectivity of
information systems/ networks and the potential for fast and widespread damage.

 Security Organizational Structure: Organization should adopt the appropriate
security organizational structure with the appropriate roles and suitably trained
staff in order to support the security policy.

 On-going staff education, Security Culture and Education: Organizations
shall ensure that employees are properly informed about their rights, obligations
and security policies and that they accept their security responsibilities.

 Continuous Monitoring: Organization shall ensure that information contained
in employee records is up-to-date by establishing the necessary procedures, in
accordance to the Public Service Law and relative regulations.
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Table 3. Security Policy Rules for the Requirements of Category C

 Ethics: Participants should respect the legitimate interests of others. They need
to recognize that their action or inaction may damage others.

 Categorized of Data: Data should be categorized (Top Secret, Confidential,
Sensitive, Reportable) in accordance with the protection they need, as this
identified through the risk assessment or the assessment of the SP controller.

 Localization of data: In Cloud Computing data travels over the Internet to and
from one or more regions where the data centers are. The user of Cloud must
know: where the data are located, how the data are processed and by whom etc.

 Identify the data sources, flow and destination: This process must include
data discovery and data fingerprinting that provides a better understanding, who,
where, when and in what format the information is being generated.

 Control Data: In the absence of control data in a Cloud, no activity is recorded
which modify or delete user’s data. User should know how data is handled.

 Using DLP data loss prevention tool-software: is a strategy for making sure
that end users do not sent sensitive or critical information outside the corporate
network and prevent them by monitoring and detecting

 Security Data Management: When an outside party owns and manages
resources, users should be assured that data remain private, secure and that the
provider offers strong key management.

 Conformance to Technical Standards: Provide specialized expertise on
relevant National and International technical standards such as: ISO/IEC 27000
Series of standards, NIST SP 800 standards, ETSI Security Standards.

Table 4. Security Policy Rules for the Requirements of Category D

 Security design and implementation: Security shall be a fundamental element
of all products, services, systems and networks. A major focus of this effort is
the design and adoption of appropriate safeguards and solutions.

 General Configuration Guidelines: Operating System configuration should be
in accordance with approved Information Security guidelines.

 Monitoring: All security-related events on sensitive systems shall be logged
and audit trails saved as follows: logs will be kept online for a minimum of 1
week. Daily incremental tape backups will be retained for at least 1 month.
Weekly full tape backups of logs will be retained for at least 1 month. Monthly
full backups will be retained for a minimum of 2 years.

 Compliance: Audits will be performed on a regular basis by authorized
Organisations within the Cloud Provider and will be managed by the internal
audit teams. Every determination will be made to stop audits from causing
failures.

 Malware Protection: Never download files from unknown or suspicious
sources. Never install unauthorized programs or applications. Choose and issue
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default anti-malware/anti-virus software.
 Security of Software: Changes to the software are approved prior to their

implementation. Changes that affect - directly or indirectly.
 Portable Computing: Portable information assets shall be adequately protected

wherever they are used, whilst being transported or stored and when being
disposed of Provider’s IT equipment shall only be used by authorized users.

6. Conclusions

In this paper, we presented a list of some basic security requirements and security
policy rules for the deployment of Cloud-based Health System in an SaaS Cloud
environment. Based on our analysis of the security and privacy threats in the Cloud
and the categorization of these threats, we acknowledged an amount of security policy
requirements and security policy rules that fulfill the provisions of every category of
threats. Finally, we presented a proposed Model that provides a solution to the
security challenges of Cloud Computing. The focus of this research, is, to minimize
the risks that are presented in a Cloud-based health system and to present a
Framework that offers the appropriate security to patients’ data and achieves the
required assurance level of protection. The proposed Cloud Model Service improves
the security and integrity of the medical records without affecting data access
functionality from a user perspective. Given the dynamic development in the area of
Cloud Computing, the security recommended policy rules listed above, need to be
regularly reviewed and adjusted, and additional requirements may need to be added.
We must keep in mind that, in order to address the challenges all parties involved
need to work together to create uniform and interoperable solutions that will allow a
better Cloud-based health System to exist. We believe priorities in e-Health may be
mentioned as a national issue, so we hope this contribution will encourage an
exchange of best practices and lessons learned in migrating public e-health systems to
fully virtualized SaaS Cloud-based environments.
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