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Abstract— In this paper, the physical layer secrecy outage
performance of Multiple Input Multiple Output (MIMO)
secondary nodes is studied. The proposed model is assumed to
operate in underlay Cognitive Radio Network (CRN) that
contains a primary node with a single antenna. Active
eavesdropper is also assumed to present in our model.
Furthermore, Transmit Antenna Selection (TAS) scheme is
applied at the secondary transmitter that has a suitable battery to
charge the collected Radio Frequency (RF) energy broadcasted
from the primary transmitter to improve both energy and spectral
efficiencies. We achieved the secrecy outage performance of the
secondary system and derived exact closed-form expression for the
secrecy outage performance. The numerical results show that
when the number of the antenna at source and/or destination
increases, the secrecy outage performance of the system can be
improved.

Index Terms— Cognitive Radio Networks (CRNs), Energy
Harvesting (EH), Optimal Antenna Selection (OAS), Maximal
Ratio Combining (MRC), Secrecy Outage Probability (SOP),
Nakagami-m fading.

I. INTRODUCTION

The power source in wireless communications often has a
significant impact on network lifetime [1]. Usually, the wireless
nodes depends on a batteries as power supplies while have
limited capacity and need physical charge or frequent change.
These days, energy-saving in wireless nodes can be attained
through a technology that uses RF to harvest energy.

This main target here is to provide both spectrum and energy
efficiency using RF to harvest energy in CRN for wireless
networking [2], [3]. In general, networks that deploy this kind
of technology have two groups of users the Primary Users
(PUs) with licensed spectrum and the Secondary Users (SUs)
that are allowed to access the licensed spectrum for the PUs
based on dynamic spectrum access approaches. Here, the
security issue in an underlay mode becomes more complex.

Many researchers investigated the physical layer security
technique in order to enhance the performance of wireless
channels against eavesdropper users by developing the physical
characteristics of wireless communication channels. i.e., In [4],
the authors derived exact and asymptotic closed-form
expression for SOP with MIMO underlay spectrum and passive
eavesdropper.

In RF energy, the SUs are allowed to harvest energy from the

RF signals that are close to the RF sources (i.e., PUs, cellular
base stations, and other surrounding RF sources). Then the
harvested energy is converted into electricity to operate the
wireless equipment [5], [6].
Thus, the CRNs with EH technology becomes a focus in recent
years. The authors in [3] first suggested the idea of using RF
signals from the primary transmitter to power the secondary
devices.

The outage and capacity performance for Multiple Input
Single Output (MISO) Simultaneous Wireless Information and
Power Transfer (SWIPT) system under two schemes Time
Splitting (TS) and Power Splitting (PS) over Nakagami-m
fading channels was derived in [7]. Also, in [8] the authors
investigated the SOP of an energy harvesting aided underlay
Single Input Multiple Output (SIMO) cognitive radio network
under the multiple eavesdroppers over Nakagami-m fading
channels.

The TAS schemes are considered to be low-cost and low-
complex alternative to achieve many of the benefits of MIMO
systems. The authors in [9] derived the closed-form expressions
of exact and asymptotic SOP over Nakagami-m channels with
Generalized Selection Combining (GSC) for various schemes
of antenna selection and compare it with the space-time
transmission (STT) scheme under MIMO cognitive wiretap
system.

To the best of the author’s knowledge, no open literature
addresses the secrecy performance for underlay cognitive
MIMO systems with EH and TAS schemes over Nakagami-m
fading channels. Based on [10-11], the secondary transmitter in
the proposed work will be operated using a power by collected
from RF signals. In particular, these RF signals are harvested
from the primary transmitter to achieve more energy and
spectral efficiencies. We investigate the secrecy outage
performance of the secondary system and closed-form
expression for SOP is derived for multiple antenna at the
destination and the eavesdropper with an active eavesdropper.

The rest of this paper is organized as follows. In section II,
we will describe the system model of our work. In section IlI,
an SOP analysis is performed. Section IV presents and
discusses the numerical results. Finally, we conclude the paper
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in section V.

Il. SYSTEM MODEL

Figure 1: A system model.

The proposed model is shown in Figure 2.1. Here, we study
the underlay MIMO cognitive network where the secondary
network is allowed to utilize the same spectrum licensed to the
primary network. Furthermore, the transmit power of the
Source (S) is strictly constrained by both of the maximum
transmitted power and the interference power at the primary
receiver. In this model an active Eavesdropper (E) exists near
the Destination (D) is trying to overhear the transmitting signal
(i.e., transmitted in the main channel) via wiretap channels.

The primary nodes contain a primary transmitter (PT) and a
primary receiver (PR). Here, the two primary nodes contain one
antenna, while all the nodes in the secondary network are
equipped with Ng > 1, N, = 1and Nz = 1 antennas. However,
S is supplied with a battery to collect the RF energy broadcasted
from PT.

We assumed that all channels experience independent and
identically distributed (i.i.d.) quasi-static Nakagami-m fading
channel with fading parameters mg, mg, mp and mg, and the
average channel power gains Qg, Qgr, Qp and 0z. Also, the
thermal noise is added at each receiver is modeled by Additive
White Gaussian Noise (AWGN) with variance o2.
Additionally, we adopted the MRC scheme at D and E. Finally,
the exchange of data and energy from S to D requires two-time
phases, the first portion of time 5 (0 < B < 1) is dedicated for
EH and the second portion of time 1 — g is dedicated for
Information Transmissions (IT) [12]. In particular, in the first
phase (i.e., EH), S collects the energy from the RF signal
emitted from PT by using all antennas at S and utilizing it as the
power to transmit data that is stored in an infinite capacity
buffer. The harvested energy at S is given by:

Eg =nBP.Ys @
where 0 <7 <1 signifies the EH efficiency [13], P; is the
transmit power of PT, Y; = ZIiV=51|hPT_Si 2, and hpr gis the
channel gain coefficient between PT and the i-th antenna at
S.

The probability density function (PDF) and Cumulative
Distribution Function (CDF) of the channel gain Ys can be
written as [14]:

frs@) = psy™sTtesY (3]
I'(Tg, A
Fr3) = 1- 7(;@5 ) ®)

where Ag = 'g—j Tg = mgNs, and ps = %TS) (A)7s, I'(.) is the

Gamma function as defined by (8.310.1) in [15] and I'(.,.) is
the upper incomplete Gamma function as defined by (8.350.2)
of [15].
Based on (1), the maximal transmit power at S can be
calculated as:
Es _ nBPYs
In the second time phase, S will send the confidential
information to D by only selecting the optimal antenna for
transmitting this information. This allows utilizing the underlay
mode using the same spectrum if the interference due to PR is
lower than a certain threshold and the transmitting power does
not exceed B,,,,. Due to these restriction power, the transmit
power at S can be expressed as [16]:
P; = min (Pmax,i) (5)
Yr
where P; is the maximum tolerated interference power at PR,

Yp = |h5bR|2, b denotes the optimal selected antenna at S, and
hs,r is the instantaneous channel fading coefficient between
bth antenna at S and PR.

The PDF and the CDF of the channel gain Y can be written
as:

Fra) = 2=ty ©
'R r(mg)
Fry0) = 1- L) Q
where 1 = 73—1’:
The channel capacity at D is expressed as follow:
Cs;p =In (1 +%YsiD),nat/sec/Hz (8)

2
N . .
where Ys,p = ijl |hSiDj| , hsl.Dj is the instantaneous channel

fading coefficient between the i-th antenna at S and the j-th
antenna at D.
The CDF of the channel gain Y5, can be written as [14]:

r(Tp, Apy)
F =1-—F7" 9
YSiD(y) I-'(TD) ( )
Where /‘lD = % and TD = mDND.
D
Similarly, the channel capacity E can be written as:
P

Cs;r = In (1 +0—5;Y5i5> nat/sec/Hz (10)

2
where Y p = Z?’fl |h5iE].| , hSiE]. is the instantaneous channel

fading coefficients between the i-th antenna at S and the j-th
antenna at E.
The PDF of the channel gain Y5, can be written as [14]:

fro @) = ppyTEte e (11)
_MmE _ __1 T
where A = ﬂE'TE = mgNg and pg = T (Ag)'E.

If CSI of the main channel and the eavesdropper channel is
available at S this scheme is called the OAS. Here, the antenna
at S is chosen to maximize the usable secrecy rate in the
secondary system. Also, the selected antenna is used to transmit
signals to D [16],[17].
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In general, the metrics of the chosen antenna in the OAS scheme
is given as:

b=arg 123})\55 C; (12)

where C; is the achievable secrecy rate via the i-th antenna at S.
Hence, the instantaneous secrecy capacity (i.e., the difference
between Shannon capacity of the main channel and wiretap
channel) can be written as:

Cs = max (;
1<isNg

(13)

= max [CSD CSiE]+

1<isNg
where [x]* = max(x, 0).

I1l. SECRECY OUTAGE PROBABILITY ANALYSIS

The SOP has defined the probability that the instantaneous
secrecy capacity does not exceed the target secrecy rate, Rg =
0, which can be written as follows [16]:

Poye = Pr(Cs < Ry)

= (g o

~Cs]" < RS>

= HPT(CSL'D - CSiE S RS)

= (PoINs (14)
where P94 = Pr(Cs,p — Cs,z < Rs) demonstrates the security
performance with a single antenna at S while D and E are
equipped with N, = 1 and N = 1 antennas, respectively [14].
Making use of (5), (8), and (10), one can obtain P245 which can
be written as follows:

PO45 = Pr(Cs;p — Cs,e < Rs)

(6-1)0?
= Pr (Y:gl.D < 0¥ + B ,Ps = Pmax)
(6- 1)
+Pr (YSiD < 0¥ + o p= YR)
(e 1) P
= Pr (Y < Y5 + < Y < L x)
I1
(CH 1)0
+Pr(Yop < 0¥ + oo > 5 L) (15)
I
where 6 = exp(Ry).
Substituting (4) into (15), I, can be expressed as:
< §
11 = Pr (YSiD S HYS,:E Y YR Y:S,)
* §
= f frsCOFy, (E) H,;(x)dx (16)
0
_ (6-1)1-p)o? _ Pi1-p) —
where ¢==—'""— {=--"= and H(x)=

13 Frsp (69 +5) frg e 0)dy.
Substituting (9) and (11) into H, (x), then using (8.352.7) and
(3.326.2) in [15] one achieves:

Hy () = f Frspo (67 +5) fro s 0y

Tp-1 k

() 5 S

3
o\kl [ B
X (;) f yTEH exp(—(Ag
0
+ 1p0)y)dy
Apg\ rg\F! (17)
—1—ZEklexp( )()
where Zk,l Ex, = £D01 (k) pEAD OIT(TE+D) ( )

K(Ag+Ape)TEHD l'(k z)l
By substituting (2), (7), and (17) into (16), then using
(8.352.7) and (3 471.9) in [15], one achieves:

=1+ Z ZZpS(ARf)tCk lEkl(%C/th)

Slkt

t=0 k,l

XKTSH k— t(z\/AS(ADC-I'/le)
20¢(4 A
Y o

t=0
Ts+l-k

- ApS
- Z 2.0ka lEk,l (%) KT5+l—k(2\/ ASADC)
k1

where K, (x) is the modified Bessel function of order v as
defined by (8.407.1) in [15].
By substituting (4) into (15), I, can be written as:

6 —1)o? P
+%YR'YR> I)

Pmax

(6 — Do? f)

(18)

I, =Pr (YSiD < 0¥k

Yp, Yo > —
P, RIS 7y

- fo i fyR(x)< — Fyg (§)> Ho()dx (19)

where  H,(x) = fooo FySiD(Gy + wx)fySiE(y)dy and o=
(0-1)c?

= Pr <YSiD < GYS,:E +

Pp
By substituting (9) and (11) into H,(x), then using (8.352.7)
and (3.326.2) of [15], one achieves:

o) = | Frg 0y + 00,0y
0
=1- Z Ey exp(—Apwx) (wx)*!

Kl
Now, by substituting (3), (6), and (20) into (19), then using
(8.352. 7) and (3.471.9) in [15], one achieves:

—t
24" ()" (Asf) X Kt (2 A5 As€)

27 Li T(mp)t! \lg
Tg—1 k+mp-t-1
Z Z 2 A" (Asf)tw"‘l( As§ ) 2
L L I'(mg)t! Ag + Apw
X Kivmp-e-t (2 G + Ap@)AsE ) (27)
where K, (x) is the modified Bessel function of order v and
defined by (8.407.1) in [15].
Then, P24S can be obtained by substituting (18) and (21) into
(15). Finally, we obtain the exact security outage performance
with the OAS scheme by replacing (15) into (14).

(20)
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IV. NUMERICAL RESULTS

Numerical results are given to verify the exact closed-form
expressions for the cognitive MIMO system that appears in
Figure 1. Here, the following parameters and considered the EH
efficiency is n = 0.8, the variance of AWGN is ¢? = 1, and
the R is measured by unit nat/s/Hz. For simplicity, assume
mg = my = mp = mg =m. Figure 2 and 3 show the SOP
against P, when N, P;, and N are varying respectively. Here,
the shape parameter m = 2. In particular, the security
performance is improved by increasing P, up to a certain point
after which no more improvement appears. Accordingly, when
P, is large, the transmit power at S reaches its maximum power,
Pax, therefore, since the proposed system is located in a non-
cognitive model. The total interference from the secondary
transmitter is ignored.

Next, one can notice that the security performance is
enhanced by increasing the number of the antennas at the
source, Ng, (i.e., more diversity gain is achieved at the source).
Moreover, when increasing the value of the transmit power at
the source, P;, or by decreasing the number of the antennas at
the eavesdropper, Ng, (i.e., This signifies less diversity gain at
E).

—— Pr=10dBW
—é&— Pt=-8dBW
—6— Pt=-6dBW

20 15 10 5 0 5 10 15 20
P, (dBW)

Figure 2: SOP versus P, with Qg = Q; =1 dB, Qz = Q) =
10dB, Ny = Ny =4,Rg=1, 8 = 0.5 and m = 2.

T
——N=3
] —— N
] —— NE:5

20 15 0 5 0 5 10 15 20
P(dBW)

Figure 3: SOP versus P; with P, = —10 dBW, 25 =2z =1
dB, ‘QR='QD=1O dB, ND=4', NS=3' RS=1, B = 0.5
andm = 2.

The SOP versus P, when Ng and Qg are varying is
demonstrated in Figure 4. This figure showed that one can
enhance the security performance by increasing P, or Qg. In
particular, higher Qg signifies better main channel quality
which is used to collect the energy signal from PT and a higher
transmit power, P,, at the primary transmitter (i.e., higher
transmit power at the primary transmitter this leads to
maximum harvested energy at the source). Finally, the SOP can
be improved by increasing Ny that enhance the EH ability of S
and improves the chance of choosing an antenna to transmit
information from source to destination.

Moreover, one can observe that when Qs =5 dB for
different values of N, the security performance is enhanced by
increasing the transmit power at the source to a certain point
(i.e., P, = 0 dBW) the SOP remains constant. This means that
increasing the transmit power of the source cannot enhance the
SOP in an unlimited manner. i.e., when Ny =2 and P, = =5
dBW one can improve the SOP by increasing (25. However, one
can observe that at g = —5 dB, when increasing P, will affect
the performance of the system to a certain point is 10 dBW.
When Qg =5 dB, increasing P, will affect the overall
performance of the system to a certain level of the P, (i.e., P, =
0 dBW).

5 0 5 10 15

F’I(dBW)-
Figure 4: SOP versus P, withRg =1, Qp, = 6 dB, Oy =
QE=1dB,ND=NE=4,B=O.5,m=ZandPI=10
dBW.

Figure 5 shows the security performance against 2, for
different values of N, and m. Here, one can enhance the
security performance significantly by increasing £2,, Ny and m.
In particular, 2, indicates the average SNR of the main channel
and reducing the parameter m means that the channel fading is
robust and can improve the MRC diversity gain at D by
increasing Np. Finally, one can notice that the security
performance can be enhanced for lower values of the
parameters m and small 2, region.
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0 2 4 6 8 10 12 14 16 18 20
0,(dB)

Figure 5: SOP versus 2, with 25 =0z =0z =1dB, P, =
Pr=1W,Rg=1,Ng=2,N; =4and 8 = 0.5.

Figure 6 shows the security performance against 8 with a

different value of Ns. The security performance can be
improved by increasing the value of 8. This means more energy
can be harvested by the secondary transmitter. Moreover, the
value of 1 — g8 will decrease, then smaller time slot will be
allocated for the information transmission phase.
Accordingly, it is hard to determine the exact value of g8 to
achieves the lowest SOP, where the proper value of § plays an
important role in dividing the time between the harvested
energy in the first phase and the information transmission in the
second phase. In particular, by increasing the value of g, the
reliability of the cognitive systems will decrease as the system
needs more time to harvest energy. Here, one can notice a floor
in the higher region, similar to the one shown in Figure 2. i.e.,
increasing the power at S will not enhance the secrecy
performance in an unlimited manner. From the figure, one can
notice that by increasing the number of the antennas at the
source will effectively improve the SOP. e.g., for 8 = 0.5, the
secrecy outage performance for Ng = 7 is smaller than that for
Ng =3 and Ng =5.

Figure 6: SOP versus B with2, =6dB, s =Nz =0 =1
dB, N, =Ny =4,Rg=1,P, = 0dBW, m = 2and P, = 10
dBW.

V. CONCLUSION

In this paper, we realize the physical layer secrecy outage
performance of MIMO secondary nodes operates in the
underlay spectrum for the CRN system consisting of a single
antenna primary node. Exact closed-form expressions for
security performance with OAS and EH schemes are derived
over Nakagami-m fading channels. The numerical results show
that when the number of the antenna at the source and/or the
destination increases, the secrecy outage performance of the
system can be improved. In our future works will add relay
between the secondary nodes to enhance security performance
and increase the coverage area.
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