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Abstract

Data security is an increasing concern, not only in cloud storage data centers but also in
personal computing and memory devices. It is important to maintain the confidentiality
of data at rest against ransom and theft attacks. However, securing data, in runtime,
into the drives is associated with performance penalties. In this paper, a study of the
performance impact for software-based self-encrypting solid-state drives is presented. This
performance evaluation is conducted on the NVMe subsystem which supports encryption
and decryption of the user data on an I/O command basis. Additionally, this paper
demonstrates the potential of encryption and decryption acceleration for data storage in
self-encrypting drives.

1 Introduction

Encrypting data stored on servers has become a common practice in modern cloud and data cen-
ters. Encryption hides plaintext information from unauthorized users and makes it inaccessible
to unapproved requests. Unprotected data is vulnerable to the theft of sensitive information,
which leads to damaging consequences. Encryption protects private information and sensi-
tive data, nevertheless, there is an implication of performance penalty caused by the encryption
overhead. Many organizations seek a high level of data security with the balance of performance
and power to protect data in the storage system, such as database-level encryption [7].

Most modern operating systems (OS) provide the capability to encrypt their disks in their
entirety, where a key or passphrase has to be entered for the encrypted disk to boot up the sys-
tem. Unlike full-disk encryption, file systems can protect data at rest. The OS divides physical
disks into one or more file systems, which typically allows administrators to encrypt selected
file systems, or even selected folders within the file system. Software-based and hardware-based
disk encryption are two types of data encryption at rest, providing security to the system and
confidentiality to the data. However, the additional encryption process does bring performance
and power overhead. Disk encryption decreases the system performance since encryption or
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decryption is needed every time data is written to or read from the disk. As a result, encrypted
systems consume more power and system resources than non-encrypted ones. It can potentially
impact data bandwidth seen by the application as well.

There are several techniques to implement data encryption at rest on modern operating
systems. These schemes are tightly associated with the OS storage stack, where encryption
can be implemented at any layer of the storage stack. For encrypting data in the storage,
the encryption method is applied either at the block or at the file level. Implementing the
encryption on the upper stack level, such as the application layer, provides more flexibility in
the encryption scheme. However, this requires application designers the knowledge of specific
cryptographic algorithms. Additionally, it does not leverage the benefit of OS-level caching.
For example, in the case when an application consumes data, it has to decrypt the data every
time, adding load to the CPU.

In this paper, we investigate the performance of the most common software-based disk en-
cryption using Linux dm-crypt [6]. Additionally, we explore the potential of hardware-assisted
inline crypto processing embedded in the drive. The rest of this paper is organized as fol-
lows: Section 2 presents the encryption scheme applied to storage systems. Section 3 demon-
strates data encryption at rest. Section 4 provides the performance evaluation of software-
based self-encrypting drives. Section 5 discusses the performance study of the software-based
self-encrypting and introduces suggestions for future work. Finally, Section 6 concludes the
presented evaluation.

2 Data Encryption Scheme

Considering cryptography and securing data techniques, there are several encryption algorithms
[8], such as AES [10], DES [9], and RSA [11]. Among the existing security protocols, AES
provides better performance without sacrificing the system security [2], and with different key
sizes [5]. It is fast compared to other algorithms, such as DES. AES represents a fundamental
building block of many security protocols to ensure data confidentiality in various applications
ranging from data servers to low-power embedded systems. The AES algorithm consists of
multiple rounds of encryption. Each round has three main layers of ciphering techniques to
provide data confusion and diffusion through nonlinear transformation.

There are different modes of the encryption operation, which describe how a cipher’s single-
block operation repeatedly is applied for data larger than a block. These modes of operation
vary for the security features to include or combine confidentially and authenticity, such as
ECB, CBC, CTR, and XTS modes. Self-encrypting drives support a full-security process for
end-to-end data protection using the XTS-AES mode. As the work presented in this paper
focuses on storage-level data encryption, we briefly present the XTS-AES encryption mode.

NIST released a special publication on block cipher modes of operation recommending the
XTS-AES mode for confidentiality on storage devices [3]. XTS stands for XEX Tweakable Block
Ciphertext Stealing. It can encrypt and decrypt sequences of arbitrary length of data blocks.
By the IEEE Standard, XTS operates on two cipherkeys: the encryption key, which is used for
performing the AES block encryption, and the tweakable key, which is used for encrypting what
is known as a ”"Tweak Value”. Figure 1 shows the block diagram of the XTS-AES encryption
mode for data storage. As we can see from the figure, the tweak value is encrypted by an
AES encryption engine with key_1 and additionally modified with a Galois polynomial function
(GF). The output is then XORed with both the plaintext and the ciphertext of each block
that is encrypted with key_2. This process provides further diffusion and ensures that blocks
of identical data will not produce identical cipher text. This achieves the goal of each block
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producing unique cipher text given identical plain text. On the other hand, decryption of the
data is accomplished by reversing the encryption process, as described in Figure 2.
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Figure 1: Encryption diagram of the XTS-AES mode operation.
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Figure 2: Decryption diagram of the XTS-AES mode operation.

3 Data at Rest Encryption

Storage encryption enables enterprises to cipher data at the storage subsystem. The encryption
may be applied on the file level or at the block level to encrypt files, directories, and storage
blocks. Protecting data at reset can occur at the software or hardware level before being stored
in the disk. Software-based encryption is typically cheap to implement without additional
hardware. However, it shares the processing resources of the computer, which potentially slows
down the entire system as data is encrypted or decrypted. For hardware-based encryption, a
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separate processor is dedicated to the encryption process. Therefore, hardware-based encryption
is safer than software-based one. However, hardware-based encrypted storage is much more
expensive compared to software-based one.

Software disk encryption in the Linux kernel is open and has been examined by many
security professionals across the world. Linux implements transparent disk encryption via dm-
crypt [6], which is a subsystem that is part of the device-mapper framework in the Linux kernel.
The device-mapper allows the mapping of physical block devices onto higher-level virtual block
devices in the system. In this way, many disk-level features can be implemented in software
within the device mapper. Logical volume manager (LVM), software RAIDs, dm-crypt, and
offers additional features such as file system snapshots are common usage of device-mapper,
along with dm-crypt serving the purpose of transparent disk encryption. The device-mapper
allows pre/post-process 10 requests as they travel between the file system and the underlying
block device. The dm-crypt encrypts the ”write” 10 request before sending them further down
the stack to the physical block devices and decrypts "read” 10 requests before sending them
up to the file system.

In traditional self-encrypting drives, media encryption keys are generated or held by the
storage device and the encryption scope is based on contiguous LBA ranges per namespace
basis [4]. This is executed at the interface speeds using a small number of keys held in NVM
by the storage device. However, NVMe and TCG are demonstrating a Key Per I0 (KPIO) [1]
proposal to define a new KPIO security subsystem class. KPIO will allow large numbers of
encryption keys to be managed and securely downloaded into the NVM subsystem. Encryption
of user data occurs on a per-command basis, where each command may use a different key.

This provides a finer granularity of data encryption that enables a granular encryption
scheme. The KPIO proposal supports secure data erasure when data is spread over disks or
mixed with other data needing to be preserved. It allows encryption keys to be managed
and securely downloaded by the host to the NVM subsystem. Therefore, in Section 4, we
evaluate the impact of software-based encryption and decryption on the system performance
for securing data in the hard drive. The non-encrypted case presented is expected to be a good
representation of KPIO enabled device capable of encrypting and decrypting data at interface
speed.

4 Performance Evaluation

This section exhibits the performance study of the software-based self-encrypting drives, ex-
cluding the associated overhead of the storage system.

4.1 Simulation Environment

To precisely evaluate the write and read bandwidth of secured and non-secured drives associated
with software-based encryption, we need to eliminate the overhead introduced by the storage
hardware. In this simulation environment, we created two partitions on the NVMe drive: one
encrypted; the other non-encrypted. The encrypted partition is mapped with dm-crypt with
512-bit AES-XTS. The non-encrypted partition is used as-is. For the encrypted partition,
data will be encrypted and decrypted on the way by dm-crypt. The data is stored in the
ciphertext in case of a "write” request and decrypted in case of a "read” request. Meanwhile,
for the non-encrypted partition, no additional data processing is needed aside from normal disk
I0. We compare the performance of encrypted vs non-encrypted partition by measuring the
bandwidth, CPU utilization, and IO latency using the Flexible I/O (FIO) benchmark tool. The
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simulation was evaluated with different IO queue depths, block sizes, and the number of jobs
that are best representing the 10 characteristics of the drive under test, which is a Samsung
PM1733 NVMe SSD. The measurements were collected on a Dell R740xd 2U server with Intel
Xeon 6152 CPU running Ubuntu 18.04 LTS with v5.4.0 kernel.

4.2 Evaluation Results

In the first experiment, we ran the FIO test for random read, write, and random 70% read &
30% write. The experimental run was executed on the non-encrypted and encrypted partitions
for 10 depth of 64 and block size of 4 KB. The experiment was repeated for 10 depth of 8
and block size of 128 KB for sequential read, sequential write, and sequential read and write.
Figure 3 summarizes the throughput result of reading and writing to the drive. As expected,
the security process on the secured partition has a significant impact on overall throughput.
The throughput of the secured partition is 33% lower in the case of random read & write
("rand_rw”), and 50% lower as in the case of random write ("rand_write”). Similarly in case of
sequential I/O operations, ”seq.read”, ”seq_write”, and ”seq_rw”.
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Figure 3: 1/0 read, write bandwidth for different queue depth and block sizes.
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Figure 4: CPU usage for different queue depth and block sizes.

126



Performance Study of SW-based Encrypting Data at Rest Luka Daoud, and Hingkwan Huen

In the case of non-encrypted partition, the I/O bandwidth of "read”, ”write”, and "read &
write”, for sequentially and randomly cases, nearly reaches the maximum speed value of the I/0O
system. However, for the case of encrypted partitions, the system is occupied with encryption
and decryption processing before writing and reading operations, respectively, on the drive.

Throughout the experiments, the CPU usage of the system is also collected. Figure 4
presents the CPU usage while running the same FIO tests. In the encrypted case, it is noticeable
that more CPU resources are used in order to process the encryption and decryption of data
stored in the drive. The figure shows writing to or reading from the encrypted drive consumes
up to 9.5x higher CPU usage. For the non-encrypted partition, the system consumes little CPU
cycles to set up the DMA and service the 10O interrupt. It stays mostly idle for the rest of the
time. However, for the encrypted partition, the difference in CPU utilization is caused by data
encryption decryption processes.

The second experiment was developed to measure the amount of time it takes to read or
write a single block. In this assessment, the average latency of the FIO test was measured with
a single job, single IO depth, and 4 KB block size. Table 1 presents the IO latency between
the submission to the kernel and completing the request. The IO latency for the encrypted
partition reaches up to 3.29x higher than the non-encrypted one.

Table 1: 1O latency of the FIO test on encrypted and non-encrypted drives for a single job and
10 depth

FIO Test | Non-Encrypted | Encrypted | Latency ratio
Drive (us) Drive (us)
rand_read 87 110 1.26
rand_write 21 69 3.29
rand_rw 75 94 1.25

For further investigation, multiple experiments were conducted to maximize the IO band-
width and explore the resources usage of the system at that moment. The FIO tests were run
for random and sequential read, write, and read & write for IO depth of 64 and block size of
128 KB. The tests were repeated for multiple job numbers. Figures 5 and 6 show the sequential
read and sequential write IO bandwidth, and the CPU usage for different job numbers. Because
of increasing the IO depth to 64 and the block size to 128 KB, the IO bandwidth reaches its
peak value. As a result of multiple IO requests, cryptographic processing of decryption and
encryption is performed by the kernel crypto device-mapper, which keeps the system CPU fully
utilized to serve as many 1/O requests. In the case of encrypted partition tests, the CPU usage
increases with minimum ~35% to ~95% for the number of jobs 1 and 64, respectively, whereas
negligible CPU usages, 1~2.5%, is consumed for the non-encrypted partition tests.

Similarly, Figures 7 and 8 express alike behavior, where the CPU usage for the FIO tests
on encrypted partition increases with a ratio 30~40x compared to the the non-encrypted ones.
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Figure 5: Sequential read IO Bandwidth and CPU usage for various job-numbers.
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Figure 6: Sequential write IO Bandwidth and CPU usage for various job-numbers.
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Figure 7: Random read 10 Bandwidth and CPU usage for various job-numbers.
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Figure 8: Random write IO Bandwidth and CPU usage for various job-numbers.
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5 Discussion and Future Work

The conducted experiments showed the impact of the software-based encryption and decryption
processes on the system performance and CPU usages for securing data at rest. The non-
encrypted case can be considered as a KPIO enabled device capable of inline encryption and
decryption. This demonstrates the potential of hardware acceleration of the security processes
on the device. Therefore, the maximum bandwidth performance can be achieved with minimum
CPU usage for hardware-based KPIO devices. The experiments were executed for one key per
encrypted partition on a single SSD drive with 4x PCle v3.0, which saturates the IO bandwidth
to 3~4 GB/s. As future work, the system performance is evaluated on PCle v4.0 for multiple
SSDs in parallel to maximize the disk IO with multiple key and dm-crypt partitions.

6 Conclusion

Encryption can provide strong security for data at rest, but it accompanies computing pro-
cessing which may result in performance degradation to the whole system. This paper studied
the impact of software-based data encryption and decryption on system performance. The read
and write IO bandwidth on encrypted and non-encrypted devices was measured to demonstrate
the impact of the encryption process to securely store data on the drive. The maximum I/0O
bandwidth is restricted to the encryption rate and the system CPU usage was increased to
process the encryption and decryption before writing to or reading from the encrypted drive.
In this performance evaluation, for multiple I/O requests and multiple job numbers, the I/O
bandwidth reaches its peak, 3~4 GB/s with up to 95% CPU usage.
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