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Abstract 

This paper presents a FTC framework for a Real-Time MPC-based Controller applied 
to Integrated Urban Drainage and Sanitation Systems (UDSSs) which was proposed in 
the LIFE EFFIDRAIN project. This project deals with the pollution of surface waters due 
to CSOs and overflows from UDSSs during wet weather. The main purpose of the 
proposed FTC framework is to preserve as much as possible, the performance of the 
MPC-based Controller in terms of operation objectives when anomalies affecting the 
integrated ICT elements (sensors and actuators) occurs. The performance of the FTC 
controller has been tested using a realistic case of study. 

1 Introduction 
Combined Urban Drainage Networks (UDNs) collect and convey wastewater and storm water 

together. This mixed water is sent to Waste Water Treatment Plants (WWTPs) where it is treated before 
being released to the receiving environment. During heavy-rain events, the UDN and WWTP capacities 
can be easily overloaded, causing untreated water discharges to receiving water bodies, known as 
combined sewer overflows (CSOs).  

In order to prevent CSOs, modern UDNs are equipped with detention elements capable of storing 
the incoming volume during peak rain instants to later release this volume at lower flow rates, suitable 
for WWTP treatment. Real-time control (RTC) of these storage tanks can further improve the network 
capacity to avoid or minimize the impact of CSOs [1]. 

Urban Drainage and Sanitation Systems (UDSSs) which include UDN and WWTP are highly 
interconnected systems distributed along large geographical areas making centralised control (RTC) 
and its performance rely on proper and healthy Information and Communication Technologies (ICT) 
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as sensors (i.e. rain gauges, level meters), actuators (pumping station, detention gates) or 
telecommunication networks. On the other hand, the surrounding conditions found inside UDSSs can 
potentially lead to sensor or actuator malfunctions, among others [2]. These features imply that RTC 
applied to UDSSs is sensitive to failure or malfunction of its components and therefore, Fault-Tolerant 
Control (FTC) strategies must be developed for safe and efficient operation. In this context, a fault-
tolerant (FT) controller is one which can fulfil the control objectives in spite of the presence of 
malfunctions, possibly at the expense of some performance loss. A FT framework makes "intelligent" 
use of the redundancies included in the system (physical) and in the information (analytical) about the 
system in order to increase the system availability when certain components are affected by faults [3]. 

This paper presents a FTC framework proposed in the LIFE EFFIDRAIN project [4]. This project 
deals with the pollution of surface waters due to CSOs and overflows from UDSSs during wet weather. 
In order to tackle this environmental problem, LIFE EFFIDRAIN develops a RTC methodology [5][6] 
for the UDSSs based on Model Predictive Control (MPC) following a pollution-based approach‡ [7]. 
The main purpose of the proposed FTC framework is to preserve as much as possible, the performance 
of the MPC-based Controller in terms of operation objectives (environment protection, avoiding 
flooding and optimizing the use of the WWTP) when anomalies affecting the integrated ICT elements 
(sensors and actuators) occurs. 

This paper is organized as follows: Section 2 presents the proposed FTC framework recalling MPC-
based Controller formulation and covering both Fault Diagnosis and Controller Re-design 
functionalities of this framework. Then, the performance of the proposed FTC framework is assessed 
using a realistic case of study in Section 3. Finally, main conclusions are discussed in Section 4. 

2  MPC-based Fault-Tolerant Framework 
2.1 Introduction 

In the LIFE EFFIDRAIN project, the proposed active FTC framework takes benefit from the 
formalism needed by the MPC-based controller [5][6] applied to the integrated UDSSs for the 
protection of the environment. Therefore, no new infrastructure is needed to enable and deploy this 
framework. In that sense, regarding their components [3]: 
‒ Fault Diagnosis is implemented using a model-based approach considering the UDSS simplified 

model integrated used as constraints in the MPC formalism. This approach allows both Fault 
Detection based on residual generation and evaluation [8], and Fault Isolation based on an 
extension of the Fault Signature Matrix concept [9].  

‒ Controller Re-design is implemented using the inherent mechanisms available in the MPC 
procedure [10] which allow update on-line the MPC problem according to the availability of 
actuators or sensors diagnosed by the Fault Diagnosis module (On-line Active FTC approach). 

2.2 Real-Time Control: MPC formulation 
Model-predictive control (MPC) is a technique based on solving on-line finite-horizon optimal 

control problems formulated using the system mathematical model as constraints C and last system 
measurements as model updates [11]. In general, control objectives O are formulated in terms of an 
objective function J to be minimized over a time ahead finite- horizon H to compute the optimal control 
law ϑ. In the MPC methodology, the optimal control problems are solved numerically on-line allowing 
for the inclusion of additional information to the problem such as constraints on the system variables 
(i.e., actuator bounds) or disturbance forecasts. 

The general Optimal control problem (OCP) formulation which are solved during the operation of 
the MPC controller at time-step t will be named OCP(t), and is of the form given by Eq. (1). To 

                                                        
‡ Pollution-based RTC has the objective to minimize the total amount of pollutants sent to the receiving water bodies by 

preferably storing polluted water and spilling more diluted water [7]. 
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distinguish the different problems and their corresponding solutions the time instant in which these 
problems are formulated and solved is added to each variable. For example  is the value of 
variable  at time-step k as computed (predicted) at time step t ≤ k solving the problem OCP(t) at time 
instant t.               

  (1) 

where H is the time ahead optimization horizon; g1 and g2 determine the system model; 𝒙" is the initial 
values of the model states at time instant t obtained from the available system measurements; 

 is the sequence of the system states computed at time 

instant t;  is the sequence of the control actions computed at 

time instant t;  is the sequence of the disturbances as 
forecasted at time-step t. 

This framework is especially suitable to add fault-tolerant capabilities to the controller, since the 
MPC-based OCP (Eq. (1)) can be updated from one time-step to the next with the information provided 
by the Fault Diagnosis module (i.e. faulty system component and fault impact). Thereby, tolerance 
against faults can be embedded relatively easily [10]: 
‒ Modifying bounds on the actuators,  (including setting an actuator to a fixed 

value with ). 

‒ Modifying system model dynamic equations,   

‒ Modifying system model static equations,   

‒ Relaxing nominal control objectives included in the objective function, , in order to 
reflect limitation under faulty conditions. 

The RT MPC-based controller proposed in LIFE EFFIDRAIN follows the formalism given by Eq. 
(1). In [6], the process of obtaining UDSS control oriented conceptual hydraulic and water quality 
models (mainly, flow, level and TSS) is described. These simplified models are suitable to be integrated 
in the MPC formalism (Eq. (1)) as constraints C. Regarding the objective function J representing the 
control objectives O, it is represented by a weighted aggregation of various goals taking into account 
both operational and environmental purposes:  

Quantity Objectives 
‒ JCSO: Minimizing the CSO discharges from the sewer network to the environment; 
‒ JWWTP: Maximizing the usage of the WWTP; 
‒ Jsafe: Minimizing flooding and overflows in detection tanks; 
‒ Jsmoothness: Minimizing variations of the control actions from one-time step to the next. 
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‒ Jmass: Minimizing the pollutant load to the environment (mass of suspended solids in CSO released 
to the environment). 

Considering the above objectives, the objective function J is written as a weighted sum as follows: 
   (2) 

The weights aCSO, aWWTP, asafe, asmoothness, amass are chosen taking into account the prioritization of the 
partial objectives and the numerical range of variation of each of them. 

2.3 Fault Diagnosis 
2.3.1. Fault Detection 

The proposed fault detection approach is based on an extension of the model-based methodology 
[9] described in [12] considering interval models with parametric uncertainty [13]. 

In general, those sensors considered in the proposed FTC approach are those ones needed to 
initialize the simplified model states x0 and the Optimal Control Problem (OCP(t); (Eq. (1)) at every 
time instant t and those ones measuring actuator outputs and provided by existing local controllers: i.e. 
level meters as measurements to estimate volumes (i.e. in tanks) or flows (i.e. in sewers) and turbidity 
meters as measurements of TSS in different UDSS locations; downstream level meters measuring 
outflows of  pumps, detention and redirection gates. 

Considering the OCP formulation (Eq. (1)) and the approach proposed in [12], the nominal system 
output estimations at time instant t, , could be computed when solving the OCP (t-1) at time 
instant t-1 using the nominal simplified model of the UDSS adding the system output model equation: 

     (3) 
where index ‘o’ stands for nominal values. Using the nominal system prediction given by Eq. (3), 
nominal residuals at time instant t can be computed as follows [9]: 

      (4) 
where y(t) is a vector with the measurements of the system output a time instant t. Additionally, 
considering control actions obtained by solving OCP (t-1), U(t-1) (Eq. (1)), and parametric uncertainty 

 associated with the simplified models, upper and lower bounds for can be computed as 
follows: 

     (5) 

Using Eq. (5), the uncertainty can be propagated to the residual building the interval:  

      (6) 

Then, taking into account the definition of the nominal residual Eq. (4) and its associated adaptive 
threshold Eq. (6), no fault will be indicated while the following fault detection condition is satisfied 

      (7) 
Note the equivalence of this condition and the one expressed in terms of system output 

measurements and their associated estimation§. 

2.3.2. Fault Isolation 
As initial approach, the considered fault isolation methods are based on an extension of the 

theoretical fault signature matrix concept, FSM, [9]. The fault detection approach described in Section 
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2.3.1 allows to define a residual (Eq. (4)) per each existing sensor. Then, taking into account the 
simplified models of the UDSSs integrated in the MPC formalism (Eq. (1)), the explicit equations of 
the existing residuals could be derived and consequently, matrix FSM could be obtained understood as 
the Cartesian product of the sets of faults  f  = {fj : j = 1,2,…., nf} and fault signals f = {fi : i = 1,2,….nf 
} derived from the residual test given by Eq. (7) [9]. In this first approach, binary FSM has been 
considered meaning fi Î{0,1} and if the element FSMij of this matrix is equal to ‘1’, it means the fault 
fj causes the occurrence of the fault signal fi; otherwise, the element FSMij is equal to ‘0’. The real 
values of every component fi of the observed fault signature f can be computed at time instant t as 
follows: 

     (8) 

2.4 MPC-based Fault Tolerant Strategies 
2.4.1. Introduction 

This section presents the FTC strategies to be activated by the Controller Re-design module once a 
fault is diagnosed. According to the proposed FTC framework (Section 2.1) and the MPC formalism 
(Eq. (1)), once a sensor fault is diagnosed at time instant t, its measurement needs to be estimated on-
line so that the OCP(t) problem can be initialized properly (Section 2.2). Regarding a fault affecting an 
actuator, once it is diagnosed at time instant t, the OCP(t) problem needs also to be updated on-line to 
inform the total or partial unavailability of the given actuator using the proper mechanism of the MPC 
formalism: mainly, the constraints associated with OCP(t) (Section 2.2). 

2.4.2. Sensor Fault Strategies 
The proposed approaches take benefit from the MPC formalism and the UDSS simplified models 

integrated as constraints (Eq. (1)). As a basic approach, for a fault affecting the measurement yi(t) for 
t≥tf, the faulty measurement is substituted by the estimation obtained when solving the control problem 
OCP(t-1) and applying Eq. (3): 

     (9) 
Nonetheless, in order to initialize the control problem OCP(t) (Section 2.2), the following relation 

could be applied directly: 
     (10) 

As a drawback, the estimation error given by the assumption Eq. (9) may be propagated over the 
time. This negative impact may have a major influence on systems with fast dynamics. Another applied 
approach to estimate measurements of faulty sensors could be based on solving a Moving-Horizon 
Estimation (MHE) problem [14] using a slight modification of the OCP(t) solved at every MPC 
iteration. The MHE is a finite horizon optimization-based observer which provides approximations of 
all the system variables by minimizing the difference between past measurements and the corresponding 
values obtained by the system model. 

2.4.3. Actuator Fault Strategies 
As mentioned in Section 2.1, the FTC strategies applied when an actuator fault is diagnosed are 

based on reconfiguring the MPC-based controller reflecting on-line the total or partial unavailability of 
the faulty actuator. Then, the controller tries to find existing redundancy in the other available actuators 
to compensate the impact of the fault while trying to keep performance as high as possible. This can be 
done through the on-line modification at every iteration of the OCP constraints determined by the UDSS 
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simplified model to take into account actuator faults impact. Depending on the type of actuator and the 
type of fault, the OCP constraint are modified in a different way. 

For the case of a degraded performance or breakdown in a pumping group at time instant t≥tf, a 
constraint is added to the OCPs to take into account that the maximum available flow capacity of the 
group has dropped from the nominal maximum flow  to a lower value . 

    (11) 
where Qp [m3/s] is the flow pumped by the pumping group. When the group is no longer available, 
constraint given by Eq. (11) could be re-written as , t≥tf: 

Following a similar reasoning process, new constraints could be identified to represent degraded 
performance of other actuators as detention or re-direction gates. 

3 Case of Study 
3.1 Description 

Document    The Test Network (Figure 1) is composed by a pumping group designed to pump all 
the inflow to a WWTP in dry weather (Pumping Group 2). In wet weather, two additional pumping 
groups (Group 1 and Group 3) can pump additional inflow to CSO in order to keep the infrastructure 
safe. The whole control station consists of three pumping groups, three tanks and several big sewers 
with considerable inline storage capacity. Additionally, several level meter sensors are also available 
(green spots in Figure 1). 

The assessment of the considered fault scenario has been carried out considering three cases: the 
MPC case, where the system is controlled using a MPC controller and NO failure occurs at all; the 
MPC + Fault case where the system is controlled with the same MPC controller and a fault occurs; 
and the FTMPC case where FT strategy described in Section 2.4.3 is applied updating the OCP 
constraints related to the faulty group once the fault is detected.  

These three cases have been further combined with three different rain events of variable intensity: 
low-intensity (Scenario 1), high-intensity (Scenario 2) and medium-intensity with a long duration 
(Scenario 3). 

3.2 MPC model and control objectives 
Figure 2 shows the simplified model of the control station used as constraints in the MPC formalism 

(MPC model). In this model, the tank volume not only takes into account the storage capacity of the 
three tanks in the station but also the storage capacity of the upstream sewers. This allows the computed 
control strategies to keep the CSO pumps off until the stored volume is close to the safety level which 
also considers the retention capacity of the sewers. 

Regarding the objective function (2), the considered weights give high priority to avoid flooding 
and overflows in the detention tank while avoiding CSOs and maximizing the WWTP usage have a 
second priority: aCSO=10, aWWTP=10, asafe=1000, asmoothness=1, amass=0. In this test, the quality term of the 
objective function, Jmass, has not been considered. 

3.3  Fault scenario analysis 
The fault scenario studied in the Test Network consist in a failure on an actuator: CSO Pumping 

Group 1 (Figure 1 and 2). The considered failure is a complete breakdown of the element, which is 
assumed to stop working. The failure starts 2 hours after the rain event start and lasts until the end of 
the simulation, 12 hours later. If no corrective action is taken the control algorithm will continue sending 
positive flow set-points to the pumping group that cannot be accomplished. Therefore the tank is not 
emptying at the flow rates predicted by the controller, which can eventually lead to flooding.  
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Considering the Scenario 2 associated with a rain event of high intensity, in Figure 3, upper plot, 
the evolution over the time of the measured and predicted (nominal** and interval†† model ) flow of the 
faulty pump (CSO Pumping 1) has been drawn while in the lower plot, the evolution of the nominal 
residual and its associated can be seen  (7) showing clearly the detection time instant of the fault at time 
step 24, 2 hours after the rain event started. Once, the fault is detected, the FTC strategy described in 
Section 2.4.3 could be applied indicating the non-availability of the CSO Pumping 1 Group in the next 
OCP(t) problems. As a result, MPC-based Controller will make a more intensive use of CSO Pumping 
2 Group. 

In Table 1, the values of the CSO, WWTP treated water and flooding volumes are computed 
considering the three cases and the three rain scenarios. In the MPC+Fault case, it can be seen that the 
fault lead to big flooding volumes. However, in the FTC controller (FTMPC case), MPC-based 
Controller knows the non-availability of CSO Pumping 1 Group suggesting to use more intensively 
CSO Pumping 2 Group recovering the initial performance (MPC case). 

 

 

 

 

Figure 1: Pumping station in the test network with two 
pumping groups pumping to CSO and a third one pumping to 
WWTP 

Figure 2: Inline storage capacity upstream of the 
Control Station in the Test Network 

 

4 Conclusions 
This paper presents an on-line active FTC framework to preserve as much as possible, the 

performance of the MPC-based Controller applied to the integrated UDSSs in terms of operation 
objectives (environment protection, avoiding flooding and optimize the use of the WWTP) when 
anomalies affecting the integrated ICT elements (sensors and actuators) occurs. The proposed FTC 
framework takes benefit from the formalism needed by the MPC-based controller. On-line Fault 
Diagnosis is implemented following a model-based approach using the UDSS simplified model 
integrated in the MPC formalism while Controller Re-design is based on inherent FT mechanisms 
available in the MPC procedure. The proposed FTC framework has been tested in a realistic case of 
study showing an appealing performance. 

                                                        
** The prediction is obtained solving OCP(t-1) and is given by the set-point computed for t-1: . 
†† An exploration of the historical values associated with the actuator downstream sensor in relation with the actuator set-points 
has been carried out to set the model parametric uncertainty. As a result the lower and upper bounds of the nominal residual has 
been obtained. 
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Figure 3: Time evolution of the measured and predicted flow 
of the faulty pump and the corresponding residual. 

Table 1: Performance indicators for the non-
faulty MPC, the faulty MPC scenarios and the 
FTC Scenarios. 
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