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Abstract 

On the 4th of January 2021, WhatsApp proposed a policy update that required its 

users to consent to have some of their data on the application linked to Facebook to 

boost the commercialisation of their users’ data for their insights. The move received 

widespread attention and criticism from some users, media, regulators, and 

organisations that have an interest in user data protection. The pervasiveness of 

WhatsApp meant that close to 2 billion users around the world were likely to be 

impacted by the policy. The event also caused some further debate about the ethical 

standards of individuals’ privacy and data security online. This qualitative interpretive 

case study aims to explore what WhatsApp users based in South Africa knew about the 

policy, how they perceived it, and how their perceptions influenced their reactions to 

the policy and WhatsApp usage in general. The results suggest that users who were 

studied accepted the policy out of necessity, not choice, citing WhatsApp's 

omnipresence and lack of similarly ubiquitous alternatives as their main reasons for 

staying with the service. 

 

 
 

1 Introduction 

WhatsApp introduced a new privacy policy on the 4th of January 2021 which users would have 

seen as a pop-up message when they opened the application. This policy was introduced after 

WhatsApp’s latest update at the time which required users to consent to have their data on the app 

linked to Facebook by no later than the 15th of May 2021 (Limakrisna, Suryanti & Wijoyo, 2021). 
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This date was extended from the initial deadline (which was set to 8 February 2021) because of the 

general confusion over the new policy (Somari, 2021). 

 

The main concern was caused by a clause which describes how the policy would focus more on 

users' interactions with business accounts. In summary, the new policy would allow registered 

business accounts to “…provide third-party service providers with access to their communications to 

send, store, read, manage, or process them for the business", (Zuboff, 2019). This means that if users 

communicate with businesses on WhatsApp, businesses could be sharing their data with third-party 

service providers without their knowledge (Limakrisna, Suryanti & Wijoyo, 2021). 

 

Because of this, WhatsApp received criticism from its users with users beginning to consider 

closing their accounts and migrating to similar messengers like Telegram and Signal (Limakrisna, 

Suryanti & Wijoyo, 2021). This decision, however, was not simple because WhatsApp has become a 

central point of communication for many users with many activities, like online learning during the 

covid-19 pandemic, being carried out on the platform. 

 

Since it entered the South African market, WhatsApp has been one of the key drivers in narrowing 

the divide between urban and rural areas in terms of internet engagement (Shambare, 2014). Overall, 

WhatsApp usage in South Africa increased by 40% during lockdown with more users using 

WhatsApp to stay connected with family members, friends, and colleagues (Perez, 2020). WhatsApp 

is no longer a simple instant messenger that can be used for socialising; it has now become a central 

part of communication for many South Africans’ lives as matters relating to school, work and 

business are now discussed more frequently over the app (Perez, 2020). WhatsApp was already a 

central platform of communication for South Africans before the pandemic. The current 

circumstances brought by the COVID-19 pandemic have only heightened WhatsApp’s relevance in 

South African society as more aspects of people’s lives migrated online. Thus, because of their 

dependency on WhatsApp services, users in South Africa received WhatsApp’s proposed privacy 

policy with resistance (Fiesler & Hallinan, 2018). 

 

The event regarding WhatsApp’s January 2021 privacy policy has also been linked to a similar 

online privacy breach that happened in March 2018 with Facebook and Cambridge-Analytica. It was 

revealed that Cambridge Analytica, a data collections company, had been collecting data from 

approximately 87 million Facebook users’ profiles. This data was used to customise the 

advertisements users would see while using Facebook. It was alleged that these tailored 

advertisements were made to influence Americans’ voting preferences in the 2016 US presidential 

election (Hinds, Joinson & WIlliams, 2020). This incident became one of the most publicised data 

breaches of the year because several individuals had data about them collected without their consent 

(Cadwalladr, 2018). The scale of data misuse, combined with the alleged claims of mass 

manipulation, provoked users and resulted in several protests which called for people to close their 

Facebook accounts. 

 

In the case of WhatsApp, the privacy policy affected all of WhatsApp’s 2 billion users around the 

world. When the company was bought by Facebook in 2014, users were reassured that there were no 

plans to share their data with third parties. However, the supposed change in stance shown by the 

introduction of the policy, Facebook-Cambridge Analytica and similar privacy policy events have 

thus created a lack of trust from users and a perception that corporations are prioritising profit over 

user wellbeing (Bhattacharjee & Dana, 2017). Incidents like the ones described previously have also 

started causing debates about the ethical standards of individuals' privacy and data security online as 

individuals and organisations deal with the increasing risk of online security threats and privacy in an 

increasingly digitised environment (Hinds, Joinson & WIlliams, 2020). 
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1.1 Research Objectives, Questions and Scope 

This study is a qualitative interpretive study that looks to understand the reasons behind users’ 

reactions to the policy. This will be achieved by fulfilling the following objectives and answering the 

following research questions: 

 

Main Objective: To explore how WhatsApp users based in South Africa have reacted to the changes 

in WhatsApp’s January 2021 privacy policy. 

 

Sub-Objective 1: To explore what WhatsApp users in South Africa know about the terms set out in 

the privacy policy. 

 

Sub-Objective 2: To explore how WhatsApp users in South Africa perceive the policy changes. 

 

Sub-Objective 3: To explore how WhatsApp users in South Africa have reacted to the policy 

changes. 

 
Main Research Question: How have WhatsApp users in South Africa reacted to the changes in 

WhatsApp’s January 2021 privacy policy? 

 

Sub-Question 1: What do WhatsApp users in South Africa know about the changes in WhatsApp’s 

January 20201 privacy policy? 

 

Sub-Question 2: What do WhatsApp users in South Africa think about the changes in WhatsApp’s 

January 2021 privacy policy? 

 

Sub-Question 3: How have WhatsApp users in South Africa reacted to the recent changes in 

WhatsApp’s January 2021 privacy policy? 

 

WhatsApp also received criticism about its policy because of its unequal distribution with users in 

some European countries being exempt accepting the policy changes. Meanwhile, users in other 

countries, particularly those in developing countries like India and South Africa, were not given the 

same option (Rajpurohit & Yadav, 2021) as refusing to accept the new terms meant that one’s account 

would be discontinued. This limited the autonomy users would have had regarding their decision over 

this policy. A few studies about this policy have been found from other countries. An example of such 

a study is authored by Limakrisna, Suryanti & Wijoyo, (2021), which studies the perceptions users in 

Indonesia had to this policy when it was proposed. Another example of such a study includes a socio- 

legal analysis of the new policy authored by Rajpurohit and Yadav (2021) in India. Currently, no 

research or studies looking at this phenomenon from a South African perspective has been found. This 

study, therefore, aims to explore what perceptions and reactions WhatsApp users in South Africa had 

to the January 2021 privacy policy where the results and themes found from the data will be used to 

describe the social phenomenon in a local context. 

 

1.2 Overview 

This empirical report will begin with a literature review which will explore the themes and 

concepts of online privacy and social media. Next, the research methodologies which outline and 
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justify the methods used to carry out this study will be discussed. These methods include a description 

of the data collections process, the research instruments that were used, a description of the sample 

population observed for this study, the analysis methods used, and the ethical standards adopted. The 

key insights found from the data will then be presented, analysed, and linked to the literature in the 

Findings and Discussion. The study will be concluded by showing how the Findings and Analysis 

fulfilled the research objectives and questions. 

 
 

2 Literature Review 

In recent years, there have been several privacy-related debates and events that have been covered 

extensively in the media. Many of these events were related to companies with a significant influence 

over the information technology (IT) industry such as Facebook and Google (Fiesler & Hallinan, 

2018). Because of these recurring privacy-related events, technology designers and policymakers are 

now being held more accountable by their users. Consequently, these policymakers and designers are 

now being faced with the challenge of balancing out their users' unpredictable privacy habits with 

regulations and guidelines regarding the personal data that is collected from users (Compañó & 

Lusoli, 2010). This literature review will explore and analyse the current literature available on the 

topics of online privacy, social media usage and international surveillance capitalism. The review will 

then be concluded with a summary highlighting the main concepts found in the literature and linking 

them to the topic. 

 

2.1 Social Media and Online Privacy 

The shift from traditional mass media (such as receiving news from the news or newspapers) to 

personal media for mass self-communication (such as receiving news from social networking sites 

(SNS) and micro-blogs) is becoming commercially engrained in daily life (Pierson, 2014). The 

common belief within modern society is that users have complete autonomy over their socio-technical 

innovation. There is, however, a paradox that is observed which is noted by Smyth (2014). On one 

hand, the use of social media can be empowering for users because SNS seemingly offer their users 

total creative control over the representations of their identities online (Bonanno, 2014). Online users, 

however, do generate large volumes of data, which companies rely on to improve their services for 

their customers and users. Hence, it is becoming a requirement for users to consent to share their data 

with either the SNS service provider or another third party in some form. This would have 

implications on overall user privacy, autonomy, and empowerment (Beigi, 2018). 

 

2.2 “Privacy Actives” 

A survey was conducted in 2019 by Cisco, an American technological conglomerate, to examine 

the actions and attitudes of adult online users regarding their data privacy. Results from the survey 

revealed that 32% of respondents identified themselves as individuals who care about their data 

security and privacy online (Redman & Waitman, 2020). Not only were these individuals willing to 

be proactive about ensuring their privacy, they had already done so by switching companies or service 

providers over data-sharing policy disputes (Redman & Waitman, 2020). Individuals who fall into 

this category have since been known as “privacy actives”. 90% of the privacy actives identified from 

the sample population believed that the way their data is used reflects how they will be treated as 

users. Based on these results, it was concluded that privacy actives are, therefore, unlikely to interact 

Online Platform Privacy Policies: South African WhatsApp Users’ ... K. Mugadza and G. Mwalemba

217



 

with a social media platform, application and (or) business where they do not trust how their data is 

going to be used (Redman & Waitman, 2020). 

 

When asked if they felt that they could protect their privacy online sufficiently, 52% of non- 

privacy actives agreed. Only a third (33%) of privacy actives agreed. The main concern raised by 

users was that it is not easy to know exactly how or when their data is or is going to be used. In other 

words, it is not easy to assess the trade-offs of using resources like social media applications upfront 

because one cannot know what data will be used for which purpose (Redman & Waitman, 2020). The 

survey results also revealed that privacy actives are the most likely to read privacy policies – 83% 

actively do. However, the consensus within the sample population was that the language used in these 

policies can be unclear to the average person. Respondents also stated that having a detailed privacy 

policy or “Terms of Use” page is useful but taking the time to sort through it can be impractical 

because of its length and time constraints (Redman & Waitman, 2020). 

 

2.3 Online Privacy vs Convenience 

Social media users and online consumers value their safety and want to feel safe (Goldstuck, 

2012). Putting this into practice, however, is not something the average person finds practical. More 

than 80% of the individuals who participated in the Cisco survey felt that they could not protect their 

data and privacy online. This, therefore, implies that users expect more of the responsibility about 

their data to be that of service providers like WhatsApp (Alhabash et. al, 2015). 

 

Contrary to the study by Redman and Waitman (Redman & Waitman, 2020), prior research by 

Acquisiti and Gross (Acquisiti & Gross, 2006) showed that when forced to choose, users are more 

likely to choose convenience over their privacy. This behavioural pattern was observed even in users 

who ranked their privacy concerns quite high in comparison to other societal issues (Hess & 

Schreiner, 2015). Additionally, users generally view the perceived benefits of using social media 

services as a sufficient incentive to trade their privacy at the cost of their convenience (Bohn, Burger, 

Stieger & Voracek, 2013). 

 

A study was conducted in 2015 by Hess and Schreiner (Hess & Schreiner, 2015) which explored 

whether users would be willing to switch from one service to another over privacy concerns. It was 

found that dissatisfaction with privacy practices have a stronger effect in influencing users to 

discontinue their use of a service over the attractiveness of a sound privacy policy (Hess & Schreiner, 

2015). However, despite this observation, Hess and Schreiner (Hess & Schreiner, 2015) also observed 

that it is more common for users to be unwilling to switch services. This is mainly attributed to the 

high social cost and inconvenience that users would incur when restructuring their central networking 

platforms. In other words, though they express concern about their online privacy, users are unlikely 

to reflect their concerns in their actions (Acquisiti & Gross, 2006) 

 

There is, however, also some evidence to suggest that users are likely to change their behaviour in 

some form after an online privacy breach even if their behaviour does not reflect their concerns 

(Budak et.al, 2021). This behaviour can be described as user resilience where perceptions of past 

events influence how lenient users are when similar incidents occur in the future. This is because a 

user's online activity in various dimensions is supposedly affected by an online privacy violation 

event. The user's perceptions of the stressor (i.e., the social media platform) are also likely to shift 

after the privacy breach has occurred (Budak et.al, 2021). 
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Figure 1. Research framework of consumer resilience to privacy violation online (Budak et.al, 2021) 

 
 

When a consumer (user) is affected by a stressor like an online privacy breach, the user is likely to 

respond to this event with resistance. The level of resistance is likely to be influenced by the user’s 

knowledge about and perceptions of a similar event. This is shown in the diagram as the antecedent 

which influences an individual’s level of resistance (Budak et.al, 2021). Users’ reactions to an online 

privacy breach are also influenced by micro and macro-economic factors such as their educational and 

professional background, their age, their level of income, individual attitudes towards internet usage 

and their cultural influences. The combined impact of all these factors will therefore influence how 

users are likely to respond to an online privacy violation or similar event (Budak et.al, 2021). 

 

2.4 Distribution of the Policy – European vs Non-European Countries 

One of the issues regarding the privacy policy related to its inconsistent application where 

European and non-European countries seemed to have received different terms of service for the 

privacy policy. The reason for this was attributed to the European Union regulating its citizens’ data 

with strict GDPR guidelines (Adams, 2021). However, South Africa’s privacy legislation, The 

Protection of Personal Information (POPI) Act, compares strongly to the GDPR and is stricter than 

the GDPR in some ways. Hence the same standards that were applied to the exempt European 

countries should have been applied to any non-European country with similar privacy regulations. 

The inconsistent application of the policy thus highlights the fragmented nature of data protection 

laws around the world and how they are dictated by power. 
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Had WhatsApp been a South African company, it would have been easier to regulate. Yet, despite 

having one of the best protection policies in the world, South African lawmakers and regulators are 

constrained by the fact that WhatsApp is a foreign company with a large local and international user 

base. This phenomenon does not start and end with WhatsApp as most of the widely used social 

media applications in South Africa are owned and controlled by a handful of international companies 

(Kwet, 2020). Services like Netflix are beginning to dominate the local television market in the 

country, while Google and Facebook are dominating the country's advertising and distribution 

networks. This implies that a significant portion of the user data generated in the country is managed 

and processed by foreign technology companies. These companies have also grown to become large 

multinationals with budgets and user bases bigger than that of several countries combined. This leaves 

multinationals with a window to use their ability to influence users and policies in their favour by 

using their unlimited capital to expand their wealth, all while exploiting their already well-established 

and often unsuspecting customer bases. 

 

The phenomenon described previously can be defined as surveillance capitalism which is defined 

as an economic system that focuses on making a profit by collecting and processing personal data 

(Zuboff, 2019). Mainstream social media services and similar platforms are free to use as users can 

sign up and use these services of their own free will without incurring any charges (Gruzd, 

Hernández-Garcia & Jacobson, 2020). There are, however, other methods that consumers use to pay 

for their use of these services such as giving consent to having their data shared with companies. 

Several social media platforms generate an income by displaying tailored advertisements to their 

consumers – advertisements that can only be personalized accurately with adequate data (Lipman, 

2015). Thus, more organisations are becoming dependent on user information for their analytics 

which has led to the capitalization of user data on social media (Kwet, 2020). This has also resulted in 

companies constantly trying to develop new ways of collecting more information from their users. 

 

2.5 Summary 

Recurring themes and notions about user behaviour in the context of online privacy were found 

throughout the literature. Though individuals are becoming more proactive about voicing their 

demands for better management of their data, their actions rarely reflect their concerns. Instead, it 

seems that the perceived benefits of using social media services provide users with sufficient 

incentive to trade their online privacy at the cost of convenience. Several examples were found in the 

literature to substantiate this including the well-publicized Facebook and Cambridge Analytica case. 

Despite the numerous calls from the public for users to close their Facebook accounts, users simply 

continued to use Facebook with few making some changes to their privacy settings. There are, 

however, other factors that influence user behaviour in this context, all of which will differ from user 

to user. Though convenience could have been a significant factor that influenced this general 

behaviour, the combination of users’ attitudes, preferences and beliefs regarding online privacy also 

play a role in influencing their behaviour online. Another factor that was not discussed extensively in 

literature could be external influences from peers and the media. The incidents with WhatsApp and 

Facebook both received widespread media coverage, with both companies receiving criticism from 

the public. Findings from the Cisco survey revealed that most users do not read privacy policies or 

terms and conditions in depth. This creates the impression that users are not fully aware of what they 

are consenting to or how their data is used by companies. There is therefore a possibility that users’ 

understanding, perceptions and attitudes about online privacy is influenced to some extent by the 

information received from the media and their peers. These influences will also have an impact on 

how users manage themselves online, thus emphasizing the relevance of studies that explore, 

understand and contextualize user habits in these environments. 

Online Platform Privacy Policies: South African WhatsApp Users’ ... K. Mugadza and G. Mwalemba

220



 

 

 

 

3 Research Methodology 

This study was a cross-sectional, qualitative interpretive study that focused on understanding how 

users based in South Africa perceived the terms outlined in WhatsApp’s January 2021 privacy policy. 

The study also explored how users’ perceptions of the policy influenced their reactions. 

 

An interpretive philosophy was adopted for this study as the aim was to understand these factors 

from the perspective of the subjects (WhatsApp users in South Africa). To fulfil the objectives of this 

study, it was crucial to interpret what users were communicating as this became useful in describing 

the phenomenon in more depth and validity during the data analysis. These interpretations were also 

used to understand the factors which influenced the behaviours in the social context of this study. 

 

The approach to theory for this research was inductive where the experiences, observations and 

insights about the population were abstracted to derive a general truth about how users are likely to 

react in a similar phenomenon (Cohen, Copi & Flage, 2006). Though models that apply to this study 

were found during research and described in the literature, they were not used to guide the data 

collections process. Instead of assuming things about the population at the beginning, this study aimed 

to explore and understand the root influences behind users’ reactions, some of which can be linked to 

relevant theories described in the literature review (Kigo & Varpio, 2020). Therefore, an inductive 

approach was the most appropriate for this study. 

 

3.1 Data Collection and Analysis 

The data required for this study was collected through semi-structured interviews which followed 

a conversational format where a set of predetermined questions were used in the interviews. Some 

questions asked spontaneously based on the nature of the conversation. The analysis for this study 

was conducted using a thematic analysis where the themes that emerged from the data were used to 

understand the experiences, thoughts and behavioural patterns that were present in the dataset. 

 

3.2 Sample Population 

The method used to identify the sample population for this study was the cluster sampling method 

where a group of people (adult WhatsApp users) in a specific geographical location (South Africa) 

were targeted and approached in their capacity as individuals to participate in this study. The study 

also followed the saturation approach where the number of participants for the study was not defined. 

Instead, interviews are conducted until a point where conducting additional interviews yielded no 

meaningful insights to the study (Corkum, Lohiniva, Mahoney & Wolff, 2018). Figure 2 summarizes 

the distribution of the sample population that was observed for this study according to age group. 
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Figure 2. Sample population distribution according to age group 

 
 

No. Reference Gender Age 
Group 

Professional Background 

1. User (U) 1 M 20 - 30 Finance 

2. User (U) 2 F 20 - 30 Student - Technology 

3. User (U) 3 M 20 - 30 Student - Technology 

4. User (U) 4 F 20 - 30 Student - Engineering 

5. User (U) 5 F 20 - 30 Student - Technology 

6. User (U) 6 M 40 - 50 Telecommunications 

7. User (U) 7 F 40 - 50 Legal 

8. User (U) 8 F 50 - 60 Fin-Tech (Finance and 

Technology) 
9. User (U) 9 M 30 - 40 Digital Marketing 

10. User (U) 10 F 30 - 40 Public Health 

11. User (U) 11 F 30 - 40 Legal and Insurance 

12. User (U) 12 M 50 - 60 Technology 

13. User (U) 13 F 40 - 50 Retail and Technology 

14. User (U) 14 F 60+ Retired (Worked in Education) 

Table 1. Sample population description 

Sample Distribution by Age Group 
6 
 
5 
 
4 
 
3 
 
2 
 
1 
 
0 

20 - 30 30 - 40 40 - 50 50 - 60 60 + 

Number of Participants 
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4 Results 

The results and major themes that emerged from the data in relation to the research objectives and 

questions will be presented using a method described by Cresswell (2014: 254) as the findings 

comparison table. The tables presented in this section will be used to represent the results where 

extrapolations and descriptions will be added to the comparisons for each theme. 

 

4.1 User Awareness 

The first sample comparison table compares users’ answers into two categories based on whether 

they were aware or unaware of the policy. When looking at the theme of user awareness, it was found 

that users had some knowledge of the policy but not extensive knowledge of what the policy entailed 

or how it would impact them. In other words, though the users classified themselves using either one 

of the two descriptions, all users were aware of the policy. The variance in the data comes from the 

fact that some users were more aware of the policy because of their professional background. For 

example, people who had a legal or technological background appeared to understand the policy 

relatively more compared to users who did not. What was also discovered from the results is that 

users are no longer as conscious of the policy in comparison to when it was introduced in January 

2021. One user confirms this by stating: “I don't think about it on my day-to-day anymore. I'm only 

thinking about it now that you've mentioned it to me." (U4). 

 
Aware Not Aware 

“Yes, I am. I don't really know the 

details.” 
~U1 

“I know nothing about it, I just know it 

existed.” ~U4 

“I'm aware that there was a policy that 

was introduced.” ~U10 

“I don't know much about it affecting the 

business accounts.” ~U8 

“I am aware of it more or less… but I 

didn’t really read it.” ~U4 

“I didn't follow (it).” 

~U13 

“I found out about it from the news.” 

~U6 

“The deadline extension I wasn't aware 

of.” 
~U4 

Table 1. User awareness 

 

 

4.2 Perceptions 

The second sample comparison table looks at the theme of user perceptions and presents evidence 

showing what opinions users in this sample population have about the policy. These perceptions or 

“opinions” have been categorised into three categories namely favourable, neutral, and unfavourable 

opinions. In general, there were fewer positive perceptions about the policy in comparison to the 

neutral and negative ones. These positive perceptions mainly came from users with a legal 

background with one user stating: “I work in the legal department, and we actually have to know 

about these policies. The policy is a good thing because some companies will just go ahead and share 

your information with third parties without your consent. But at least with this policy, there is a 

preventative measure in place that provides safety for users and a means to take legal action.” (U7). 

 

The introduction of the policy caused a lot of debate and WhatsApp received a lot of criticism. 

However, the main perceptions from users about the policy were neutral, not unfavourable, with users 

stating WhatsApp’s accessibility and lack of alternatives for central communication as their main 
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reasons. One user confirms this by stating: “If I don’t use WhatsApp, what am I going to use… 

because it’s going to be difficult to move everyone I know over to Telegram.” (U2). 

 

 

Favourable Neutral Unfavourable 

“(The policy), it is a 

necessary thing to have” 

~U7 

“I would probably still 

(have) accepted, but it would 

have been nicer if I had the 
choice.” ~U8 

“I'm not going to. I don't 

have any incentive to accept it.” 

~U

1 

“My trust level for 

them (WhatsApp) is 

much higher 
than these other apps…” 

~U6 

“I didn't have any specific 

feelings, 'cause I still… don't 

know much about it.” ~U4 

“I'm not really happy about 

it… I can live without it 
(WhatsApp).” ~U8 

“My trust with 

WhatsApp is very 

good.” ~U8 

“If I don't use WhatsApp, 

what am I going to use?” ~U2 

“I feel that I'm being forced 

to agree to something that I'm 
not comfortable with.” ~U12 

Table 3. User perceptions 

 

 

4.3 User Reactions 

The third sample comparison table looks at how users responded to the privacy policy given their 

knowledge and perceptions of it. In general, users accepted it but there is evidence to suggest that 

users accepted the policy out of necessity and not choice with one user stating: "you have to accept it 

for you to continue having the platform." (U10). Another common reaction is that users did not 

remember taking the time to read the policy in depth before accepting it, despite identifying 

themselves as privacy-conscious individuals. Lastly, even with users who have not accepted the 

policy, they all verified that they are still using WhatsApp because of how central it is to their 

communication with their social networks. Initially, users switched to another service when the policy 

was introduced with the most popular choice for this sample being Telegram. A few users opted for 

Signal. However, all users who switched stated that they were attracted back to WhatsApp because of 

its end-to-end encryption feature that they felt was lacking in other services. 

 

Accepted the Policy Did Not Accept the Policy 

“I don't remember doing it. I probably 

did…I guess you've got to agree to it to keep 

using 
WhatsApp…” ~U3 

“(I) suppose that (at) some stage I'm going to 

have to accept it this. I don't really have a 
choice.” ~U1 

“I accepted it, it prompted me for that. I 

accepted it.” ~U6 

“I was one of the people that that was first in 

line to delete WhatsApp of my phone.” ~U12 

“…you (have to) accept it for you to 

continue having the platform and because the 

platform is what like what we use for 

communication.” ~U10 

“It (the policy) still comes up every now and 

again (but) I just ignore it because I do have an 
alternative, I've got Signal.” ~U13 

Table 4. User reactions 
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4.4 Online Privacy 

Based on the results presented in the first three tables, there is evidence to suggest that users' 

reactions to the policy were influenced to some extent by their knowledge and perceptions of the 

policy. There is also further evidence in the data which suggests that users' reactions were not 

influenced solely by those two factors. Users' attitudes regarding their respective levels of privacy 

consciousness also influenced how they reacted to the policy. An example of this is seen with User 1 

who had a strong, negative view about the policy and thus did not accept it. In contrast, users like 

User 5 who had a more neutral perception about the policy were less resistant towards the policy and 

thus accepted it without much deliberation. 

 
“I realised that nothing is really private” ~U4 

“I wouldn’t want my data to be out there” ~U1 

“I am driven by privacy very much so” ~U10 

“…companies were already sharing our data anyway but they’re just being clearer about 

their 
intentions now”. ~U2 

Table 5. User perceptions about online privacy 

 

 

4.5 Individual Influences 

In addition to individual perceptions and behavioural patterns regarding online privacy, more 

individualistic factors were found to have influenced users’ reactions to the policy. An example of this 

is seen with User 12 who is one of the older participants in this study or User 13 who understands the 

value of “building a portfolio (of) consumer data” because of her professional background in digital 

marketing. Both participants, however, viewed the policy unfavourably despite the contrasting 

individual factors described previously. It can therefore be assumed that the unique combination of a 

user's knowledge about, perceptions of, and attitudes towards the policy all influenced their reactions 

to the policy to some extent. No strong evidence was found in this sample to suggest a relationship 

between gender and user perceptions or reactions to the policy. 

 

Description Influence/ Factor 

“I work for a retailer, so I understand 

marketing… and building a portfolio (of) 
customer data” ~U11 

Professional 

Background 

“I don’t really have a high regard for 

Facebook” ~U1 

Individual Attitudes 

“I would say (I’m) just out of baby 

Boomer… I’ve been around a while, so you 

grew up with a 
lot of face to face.” ~U12 

Age Group/ Generation 

Table 6. Individual user influences and user reactions 
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5 Discussion 

As described in the literature, several factors influence how users respond to online privacy 

breaches or how they manage themselves online. There are some generic factors, with the most 

significant influences coming from users’ unique points of reference. 

 

5.1 Online Privacy and User Behaviour 

One theme which emerged from the data that was covered extensively in the literature is that of 

online privacy or privacy consciousness. Privacy-conscious individuals or privacy actives were 

characterised by their relentlessness regarding their standards and expectations of privacy policies. If 

privacy actives were dissatisfied with a service, they would not hesitate to discontinue their use of 

said service (Redman & Waitman, 2020). Most of the users who participated in this study identified 

themselves as privacy-conscious individuals who are attentive to how their data is used and shared 

online. However, all users, including those who had strong, negative perceptions about the policy 

confirmed that they are all still using WhatsApp. This behavioural pattern that was observed from 

users was described in the literature by Acquisiti and Gross (Acquisiti & Gross, 2006). Though users 

generally expressed their dissatisfaction about the policy openly, their actions did not reflect their 

concerns. The behavioural patterns observed in this sample population also matched those that were 

observed by Hess and Schreiner (Hess & Schreiner, 2015) in their 2015 study where it was found that 

users would rather continue their use of an online service they are generally dissatisfied with because 

of the social opportunity costs and networking factors involved. 

 

5.2 Micro and Macro Economic Influences 

When affected by an online privacy breach or a stressor, users’ reactions are likely to be 

influenced by a combination of factors that would differ with each person (Budak et.al, 2021). The 

combination of users' knowledge, perceptions and attitudes about social media and online privacy 

influenced their reactions to some extent. These factors were described by Budak et al. (Budak et.al, 

2021) as micro and macro-economic factors which would influence how resilient a user would be to 

an online privacy breach. Therefore, when putting the model developed by the authors in the context 

of this topic, the following would apply: 
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Figure 3. Updated research framework of consumer resilience to privacy violation online 

 
 

The antecedents which influenced the behavioural outcomes of this population the most were 

users' perceptions about the 2018 Facebook-Cambridge Analytica Scandal. Some users were also 

further influenced by their perceptions of WhatsApp being owned by Facebook. 

 

Individual factors such as a participant's age group and professional background also influenced 

users' reactions to the stressor, which in this case is the privacy policy. The combined impact of 

"Individual Resilience" or attitudes about internet usage and general online privacy were arguably the 

most significant factors that influenced users' reactions to the policy. This was observed with users 

whose attitudes were strongly influenced by their knowledge of prior, similar events that were also 

well-publicized. 

 
 

6 Conclusion and Recommendations 

This study has examined the social phenomenon evoked by WhatsApp’s January 2021 privacy 

policy in a South African context. The aim was to explore what users knew about the policy, how they 

perceived it and how their perceptions influenced their reactions. In summary, all users knew about 

the policy to some extent, with most citing the news, social media and their peers as their sources of 

information. However, despite the overall criticism WhatsApp received when the policy was 

introduced, users generally had neutral perceptions about the policy and generally accepted the terms 

without resistance. WhatsApp was already a central point of communication for people in South 

Africa before the pandemic as work, school and personal networks were all managed on the platform. 

Users thus accepted the policy out of necessity because the opportunity costs they would have 

incurred to restructure their social networks seemed too significant. Even those who had positive or 

neutral perceptions about the policy expressed how they would have appreciated being given a choice. 

The disparity in regulations between countries has also left users to act on their own as it seems that 

most developing countries do not have privacy laws that are strong enough to protect their users from 
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data surveillance perpetuated by powerful multinational corporations. Despite there being evidence of 

effort from some governments to regulate the policy, some countries still struggle to implement 

timely and effective laws to regulate the collection, processing and storage of citizens data by 

multinational companies. 

 

Due to the time constraints, the long-term implications of this social phenomenon were not 

observed. The study was further limited by the COVID-19 pandemic which restricted the number of 

participants that were allowed to participate in this study. It is therefore recommended for researchers 

to use this study as grounds for further large-scale research that will study a similar social 

phenomenon from the perspective of different subjects, who might have different or similar 

experiences and perceptions about the same phenomenon. The insights found from different or similar 

sample groups can be used to help researchers, lawmakers, regulators and governments to better 

understand user behaviours and perceptions of social media and how to structure the relevant policy 

changes in response. 
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